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Abstract The device also does not know how files and directories are

We present the design goals that led us to developing a di§-eIatGd to each other.

tributed object-based secure file system, Brave. Brave uses The storage devices that store the file system data and
mutually authenticated object storage devices, SCAREDmeta-data may not all be in the same security domain. We
to store file system data. Rather than require a new authemto not want to require cooperation from the different secu-
tication infrastructure, we show how we use a simple autity domains. For example, a file in a subdirectory might be
thentication protocol that is bridged into existing setsuri located on a storage device at a different company. While
infrastructures, even if there is more than one authenticathe users of the file system may have a relationship that re-
tion protocol or domain present. sulted in the file being stored there, the administrator ef th

We position our work in the context of some of the storage device that stores the subdirectory need not have a
current work going on in distributed secure file systemsrelationship with the administrator of the device thatsgor
and present our implementation of our file system. Wethe file. We also want to be able support the scenario in
also present some security weaknesses that are shared witiich different authentication schemes are used in the two
other distributed file systems that may not be apparentompanies.

when designing these systems. Related to the previous requirement, we also do not want

to require any kind of central manager for the file system.
1 Introduction This may take the form of a central authentication server

or a central meta-data server. Basically, each storage de-
The ubiquity of Internet access has opened up new possidce can be managed independently of another device and
bilities of information sharing. It also brings along with i clients need only do operations and authenticate thenselve
new challenges in the form of scale and security. We havevith devices that hold the data involved in the operation.
designed a distributed file system to meet some of thesEurther, by not requiring clients to communicate with each
challenges. Specifically we designed a distributed file sysether we allow the presence of firewalls and obviate the
tem with the following design points: need for group communication protocols.

Because we are not operating in a single trusted domain,

e Untrusted storage devices. Lo .
9 we must be able to do mutual authentication of client and

¢ Independent security domains. server. Because there are no file servers and clients girectl
access the network storage devices, each device must make
e No central manager or client communication. sure that data access is only done by authorized clients. As

we do this we want to be able to keep the devices simple
and manageable while still adapting to the authentication
rotocols used in the environment in which the device is
ocated.

Strong mutual authentication.

Since this is a distributed file system, we must store th
data on the network to allow other clients to access it. How-
ever, we only trust the network storage devices to store the These design points lead us to a object based network
file system data and meta-data. We want to be able to us#torage device, SCARED, that can manage the storage of
client side encryption to encrypt the data and meta-datéile system data and meta-data without the need of central-
stored on the device. This means that a device may knovzed file servers or meta-data servers. On top of SCARED
that a set of blocks correspond to a file or directory, but itdevices we developed a client file system, Brave, that maps
does not know how to interpret the contents of those blocksa distributed file system onto SCARED devices.



Brave clients trust SCARED devices to store their data Other file systems have expanded on this idea. CryptFS
and enforce access controls, but they do not trust the dg19] implements the filter in the kernel using a stackable file
vices to manage the file system data or meta-data. Theystem [20] to achieve better performance. The Transpar-
is no communication or trust between Brave clients nor beent Cryptographic Filesystem (TCFS) [5] also uses a user-
tween SCARED devices. When a Brave client communi-level NFS server but adds integrity checks to file data and
cates with a SCARED device it proves it is authorized to doalso adds the ability to share encrypted files.
the requested operation and the SCARED device authenti-

Il ) ) . ) )
cates all responses 2.3 File Servers with Client-Accessible Stor-

age
2 Related Work
To increase file system performance Network Attached Se-

In the beginning distributed file systems were simply de-cure Disks (NASD) [7] is used to allow clients direct access
signed to make remote file systems as easy to use as lodalfile data stored in object storage devices. NASD uses ca-
file systems. With few exceptions the majority of these filepabilities to provide clients with secrets used to access th
systems were more concerned with making the data avaibbject storage device and prove to the devices the ability
able than securing it. NFS [4], the de facto UNIX network to request an operation on an object. The communication
file system, and CIFS [8], the de facto personal computebetween client and NASD is both encrypted and authenti-
network file system, are the distributed file systems in com<ated. Although each NASD device does not know how the
mon use today and are not appropriate for use on untrustegbject it holds fits into the file system, the file server still
networks due to their weak security features. has full access to the file system meta-data and the ability
Now that the Internet is in general use and vast quantitieto access all of the file system data.
of data are shared over it, the problem of malicious agents While it seems that an object storage device is necessary
on the Internet has become more important. The susceffer enforcing access controls, it turns out that the fileserv
tibility of the Internet to malicious agents has been knowncan use slightly more sophisticated capabilities to convey
for a long time [2], but the increased connectivity of the to a block storage device the block ranges that a client can
Internet has increased the exposure to such agents. access. A novel distributed file system [1] has been im-
plemented that uses these capabilities and also usesextent
for allocating blocks. The use of extents means that in most
cases capabilities for just a few block ranges can grant ac-

The first secure distributed file System in common use wa§€ss to all the blocks the client needs to access the file. In
AFS [10]. This file system was later followed by DFS [11]. this file system the file server knows even more about the
AFS servers store sub trees of the file system and use Kefile system than NASD since it knows the mapping of files
beros [15] to provide authenticated access to the trees1 Ea¢0 blocks on the storage devices.
AFS server manages the meta-data and has full access to
the file data. DFS added the option tp do Iin!< level encryp-, 4 Highly distributed file systems
tion to prevent eavesdroppers from discovering the costent
of the file system. The Secure File System (SFS) [14] is a highly distributed
NFS V4 [17] has also greatly increased the security offile system that combines independent file servers into a
NFS. Like DFS it also provides the ability to encrypt traffic single name space by generating a unique identifier for the
between client and server and it does strong authenticatiofiile server using its location and public key that can be ac-
An NFS server manages a complete file system and thugessed from the root of the file system. Each file server then
has access to all the data and meta-data. maintains a file system that clients can access. A secure
channel with the file server is established using the public
key of the file server. Client access is authenticated using a
couple of different client authentication schemes. As with
The Cryptographic File System (CFS) [3] was developed taother file servers, an SFS file server has full access to the
enable file system clients to keep file data hidden from thegportion of the file system data and meta-data it manages.
file server. CFS trusts the server to store the file data, but it OceanStore [13]is another highly distributed file system.
is encrypted by the client before it is sent to the server andt uses a large number of untrusted storage devices to store
decrypted by the client when it is received from the serverredundant copies of encrypted files and directories in per-
CFS also encrypts file names in directories. To make CFSistent objects. Objects are identified by globally unique
portable it is implemented as a file system filter that ma-identifiers (GUID) that are generated in a similar fashion
nipulates data before sending it to the real file system. Thas the unique identifiers in SFS. Each identifier is a hash
filtering is done using a user-level NFS server that proxieof the owner’s public key and a name. Objects can point
another file system. to other objects to enable directories. All objects are en-

2.1 Secure File Servers

2.2 Encrypting File Filters



crypted by the clients. By replicating the objects amongprovides support for managing directory entries to ease the
servers, clients can even avoid malicious servers deletingynchronization requirements of the Brave clients. How-
their data. The extensive use of replication and public keygver, SCARED does not achieve the level of a distributed
make revocation of access and deletion of data difficult tdile server since the SCARED storage device does not have
achieve, but it does provide a nice model for a completelyany sense of how the objects it stores are related within the
decentralized distributed file system. file system hierarchy.

3 Brave File System Design 3.2 Why not a Block Server?

For Brave we wanted to be able to have many of the deYVe decided that a block interface to storage devices was an

centralized benefits of OceanStore without having to relynsufficient interface for building a decentralized file sys
on public keys and large numbers of storage servers. W{@r_n. Parj[ of this reasoning was based on the convenience of
wanted to be able to allow even more of the file systemH'Sing objects to both allow the storage to manage block al-
meta-data to be encrypted than the encrypting file ﬁ|tersl_o_cat|on.and the use of handle; fordollng atomic operations.
Specifically, file servers serving as the shadows of the fil-Since clients do not communicate with each other, having
ters still know the basic layout of the file system. We alsothe storage device handle block allocations of files and di-
wanted Brave to have the feel of classical distributed fileectories allows the synchronization necessary to aveid al
systems: ACLs can be used to immediately revoke accesgqcatlon conflicts from happening locally at the device.
servers storing file system data can be identified and man- Using objects also allows other object level operations
aged, and data consistency guarantees can be made that 8#sh as deletions and cache management to be done effi-
similar to classical distributed file systems. ciently. Atomic operations on directory operations ar@als
To achieve these goals we store file and directory data ifCilitated using objects.
objects on object based storage devices. Like OceanStore, The main motivation for choosing an object model for
these objects are used directly to reconstruct the file syste the storage devices is security. We want to be able to restric
without the need of a file server. Unlike OceanStore weclientaccess at the granularity of files and directoriesgisi
trust storage devices to store the data they hold, althoughccess control lists (ACLs) as well as capabilities. If we
we do not trust them to keep it confidential. This allows usused a block abstraction to store files and directories, the
to avoid requiring large scale replication. We also want toStorage device would lack the necessary mapping of blocks
enable users to control which storage devices the data réo file system objects to restrict access using ACLs. Our use
sides on to fit their requirements. For example, some datgf ACLs also gives us an advantage over NASD because it
may need to be stored on a highly reliable storage app”allows the storage device to map identities to capabilities
ance that is backed up daily while other data may be storethstead of requiring a meta-data server.
on an unreliable device in an office. Other factors such Using a file abstraction to access network storage; as do
as network locality or network bandwidth may make otherNFS, AFS, and CIFS; allows for ACLs, but it also exposes
servers desirable for specific data. all of the file system meta-data to the storage device. We
We were able to achieve these desires by basing Bravwanted to be able to eventually encrypt as much of the
on SCARED object disks that are used to store the file sysfile system meta-data as possible at the client, and using
tem data and meta-data. SCARED is only a storage devic@n object abstraction allows more of that information to be
and does not interpret the data it stores. Thus, SCAREDept confidential. Specifically, the file system hierarchy ca
never knows the relationship between objects in a file sysbe kept confidential from the storage device and other un-
tem. The Brave file system runs on clients and reconstructi§usted clients.
the file system using the data stored in the SCARED de-

vices. 3.3 Communication Channel

3.1 SCARED Object Disks SCARED clients communicate with deviqes over TCP. We;
assume that attackers can observe, modify, remove, and in-
Our goal for the SCARED object model was to make a de-sert packets into a TCP connection without detection by
vice that is able to efficiently and securely store the datdhe networking layer. We also assume that the networking
for a distributed serverless file system. It is more than dayer does not provide us any type of authentication infor-
network block device since it manages objects and theremation.
fore allows more structured access to the storage. Our ob- In order to enable authenticated communication we use
ject model is also more rich than previous models usedMessage Authentication Codes (MAC), specifically a hash
by NASD and OceanStore because SCARED also fullybased MAC (HMAC) [12]. The specifics of how the se-
supports the storage of directory data. Both NASD anccrets are generated will be explained later, but now we must
OceansStore clients operate on streams of bytes. SCAREPoint out that these secrets are bound to capabilitiesehat t



the device what kinds of things the holders of the secretgonditions between deletions, queries, and updates, but it
can do. also is used to enable capabilities to restrict access to spe
cific directory entries.
. The ltag is generated by the client and can be changed
3.4 Object Types with the restriction that no two entries in the same direc-
tory object will have the same Itag. The version number is

SCARED objects are identified using a 128-bit number h q . h . dated. Th data i
called the object id. This object id is assigned by the storchanged every time the entry is updated. The entry data is

age device to the object when it is created as a result of Browded _by the clients a_md can b? changed at any t|_me.
request by a SCARED client. Clients use this id to access Most dlrectory (_)peranons identify the entry on which to
this object until it is deleted as a result of a request by goperate ,by providing the etag. The.only operatpn that uses
SCARED client. the ltag is the lookup operation. Since lookup is the most
gommon directory operation, we want to be able to find an
ntry based on the filename. For this reason, clients map

to ensure that the same number is never generated twic enames (o |t nd provide them to th ver for look
While we do not make use of this property currently in op‘)aerazlati(?:so ags and provide them to the servertoriookup

Brave, later we can use it to generate capabilities that en The Itag is calculated by applving a collision resistant
able operations for specific objects. If an id is reused for, g y applying

a previous object, the capabilities that correspondeddo thhaSh function to the f|Ienam¢. While t_h|s masks th? file-
old object would be able to be used for the new one. name from the storage device, applying the function o

Attached to each object is an info block and ACL. The guesses of the filename can unmask t_he name quickly. o
. : : . . . truly hide the name a keyed hash function must be used.
info block is a variable sized block of information, on the

order of 1K. Itis updated atomically by clients, and is used )
by the clients for file system meta-data. The data in the3.5 Caching

ACLis used by the storage device to resrict access. It €alVe chose to use a caching mechanism similar to AFS for
also pe updated atomlcally by the §:I|ents. The ACLIis madeSCARED. Whenever a client reads an object, the SCARED
of a list of users and permission bits. storage device marks that client as interested in changes to

The storage device also maintains create, modify, anghe ghject. Then if the object changes or the device is no
access timestamps for objects. To avoid requiring clockgynger able to maintain the list of clients interested in the
on the storage device these timestamps are updated usiggiect it sends an invalidation message with the object id
times pa§§ed by the clients when rgquests are made. _ of the object that changed. Once the invalidation message

In addition to timestamps, version numbers are mainig sent, the client’s interest in the object will get unmatke
tained for the info block, ACL, object data, and the ob- njess the client again reads the object.

ject itself. The version number is changed every time the  gjnce clients access SCARED devices using TCP, the
relevant item is updated. This allows for detection and régjient's interest in an object will get unmarked if the
covery of simultaneous updates of the object and for cach¢cp connection drops. A client can revalidate its cache
validation. All update operations take a version numbers naaded by checking to see if the version number has
that will abort the operation if the version number of the changed.

request does not match the actual version number. We chose to use this caching mechanism since it pro-

When an object is created, the client specifies the creyiges stronger caching semantics than time based algo-
ation of a file object or a directory object. Each have speyithms such as those used by NFS, but does not require
cialized operations and structures that are intended t@makeases or locking such as those used in DFS. The need to
the storage and management of files and directories easiedyoid locking is particularly important since we want to use

File objects are presented as logically contiguous byt&sCARED in very wide area networks and we do not want
streams. They are read and written by providing an offsefogue or malfunctioning machines locking out valid ma-
relative to the beginning of the stream, and a length. Theyhines from accessing objects. In wide area networks it is
can also be truncated or expanded. File objects are idénticgossible for a malfunctioning machine is in an unrelated
to those used in NASD except for the addition of the info administrative domain to cause denials of service due to
block and the ACL to the object. lock contention.

Directory objects are presented as arrays of directory en-
tries. Each entry contains an entry identifier (etag), Iqoku 3
identifier (Itag), a version number, and entry data. The etag
and ltag are 128-bit numbers that identify the entry. TheSince we are building a file system on top of SCARED de-
etag is assigned by the storage device when the entry Mices, there is a natural mapping of file system structures to
created and cannot be changed. SCARED structures: each directory is stored in a directory

The storage device will not generate the same etag twicebject and each file is stored in a file object. In our initial
in the same directory object. Not only does this avoid racémplementation we maintain this one-to-one mapping. In

The storage device generates object ids in such a way

6 Brave File System



the future, files and directories may be striped across datstored uninterpreted by the SCARED device. The Brave
and directory objects to improve performance and scalingclients store the entry tag, the OID, and the host name of
Mirroring may also be used to improve performance andhe directory entry that references the object. Using the
reliability. Even with striping and mirroring, the basicreo  entry data and the info block, clients have pointers from
cepts presented here remain unchanged. the entry to the object and vice-versa. The atomic updates
To introduce Brave, we must first introduce the mountof info blocks also enable us to perform atomic operations
point or root of the file system. The root of the Brave across devices.
file system is a directory. In Brave there is nothing spe- Figure 2 shows an example of a directory containing a
cial about the root; any directory object can be used as théle and directory. The file is stored on the same SCARED
root of the file system. This directory object contains andevice as the directory, but the directory is stored on a dif-
entry for each file or directory in the root of the file system. ferent device. It is important to note that the SCARED de-
Brave clients will get information stored in each entry to vice stores the info block, the entry data, and the file data,
discover the top level of the file system hierarchy, and therbut does not interpret the contents. The figure shows both
recursively traverse directory objects to find desired files the forward links from the entries to the objects they refer-
directories. ence, and the backward links from the objects to the entries

Figure 1 shows the data structures that are stored in th&at reference them.
directory entry. Only the first three fields in the entry are
used by the SCARED device. The rest of the fields areq Security Infrastructure
stored in the entry data by the SCARED device and left
uninterpreted. The lookup tag (Itag) is generated by hashwhen designing the security interface to SCARED devices
ing the file name at the client. The current implementa-we wanted to make the administration of the devices as
tion of Brave uses SHA [18] to hash the file name to asimple as possible and be able to fit into existing security
ltag. By storing the hash of the file name in the lookupinfrastructures.
tag, the SCARED disk is able to return the desired entry
ona Iookqp without sending all th(_a directory entries tg t_he4_1 Key Management
client. This saves network bandwidth, as well as optimiz-
ing one of the most common directory operations. By usingAccess to a storage device is controlled using a single se-
a hash of the file name instead of the file name itself, theret, K; which is shared by the SCARED device and its
storage device is able to search on a fixed size number armvner. When the owner wishes to generate a key for an-
in the future can preserve the secrecy of the file name ibther user to allow access to the device, it generates a ca-
constructs such as HMACs [12] are used. pability. Although SCARED supports a variety of capa-
Because the lookup tag is the hash of the file name an#ilities, currently we only use identities. This capalilit
not the file name itself, the file name of the directory entry X data.,, will be encoded as a concatenation of three val-
needs to be stored in the directory entry. A SCARED deU€s:
vice does not use the file name since lookups are done with
an ltag, so the file name is stored in the entry data, which is
the uninterpreted portion of the entry. where “Identity” is a constant string indicating an ideytit
The main purpose of a directory entry is to provide acapability. ids is the set of ids, including group ids, used
mapping between a name and a file or directory. For thidy the user.expiration is the time limit, defined by the
reason, a pointer to the location of the file or directory fol- device, of the validity of the capability.
lows the file name. The pointer comes in two forms: asym- The owner then uses a pseudo-random funggiof) to
bolic link or an object identifier and host name (hard link). generation a new secret,
A hard link is composed of the host name of the SCARED
device that stores the object containing the file or dirgctor Ky =prfg,(Kdata,)
and the object ideqtifigr (OI'D) of that object. A hard quk and givesk, and K data, to the user. Note thak,, must
preserves referential integrity. This means that an objeghe kept secret, buk data, is not considered secret. We
_referenced by a hard link will not be deleted until the link - K., the access key since it is used by the SCARED
is deleted. device to validate access.
Unlike a hard link, a symbolic link does not retain ref-  To authenticate responses from a SCARED device a sim-
erential integrity. Instead, the symbolic link is a striti@t  jlar key is generated called a response K&y, The data
is passed back to the operating system to be resolved. Thesed to generate the kel(data,, does not have any ca-
string need not reference a file that is part of the Brave filgpabilities encoded in it since it is only used to authenécat
system or even a file that exists. responses and does not have any access privileges.
Referential integrity is preserved by using the info block When an access key is generated, the ids in the capability
that is part of every SCARED object. The info block is must be verified to ensure that user is not given the ability

Kdata, = {“ldentity”, ids, expiration}
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Figure 1: Brave directory entry layout.
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Figure 2: An example directory structure stored in a meta-dhject.

R

to access files for identities other than her own. Thus theél.2 Manual Key Distribution

owner must authenticate the user. Since response keys do S

not enable any kind of device access, the owner need ndthe Simplest form of key distribution is when an owner,
authenticate the user, instead, the user must ensure ¢hat tA” @dministrator acting on behalf of the owner, generates
owner that is generating the response key is the real ownét key for a user and gives it to the user. In this case the
of the device. We originally designed the system to use'Ser and owner mutually “authenticate” when makln_g the
request keys and response keys to allow clients to share afgquest. Once the user has ti€ata, and corresponding
cess keys, but still authenticate responses without exgosi <« 8long with Kdata, and its, it can pass the pair to
themselves to attacks from other clients. As will be pointedth® brave file system and access the storage device.

out later when talking about exposures that can arise using

shared local caches, response keys also enable a kernel

validate responses without having to act on behalf of anyA(')S Key Servers

user. While manual key distribution may be a simple and con-
venient mode of operation when very few people and de-
vices are involved, the problem becomes much more com-
Once the user hak,, and Kdata,, when Kdata,, is  plicated when either of these numbers becomes large. (It
sent to the SCARED device with the seckg}, the device  can be noted that there is a case where a large number of
can calculatey’,, which is then used as a shared secret beequally trusted devices can share a key which would make
tween the user and device. Apart from establishing a shareghis scenario reasonable with large numbers of devices and
secret the derivation using data,, binds the information few users.) To handle larger number of users and devices,
encoded i data,, to K,,. Thus the SCARED device can and to fit into existing security infrastructures, we use a
make access decisions based on the identities encoded tiusted third party, called a key server, that holds the keys
Kdata,,. on behalf of the owner and authenticates users using these
infrastructures.
Figure 3 shows two storage devices whose keys are gen-
While the exact protocol is explained in previous work erated by different key servers. Each device shares their
[16], suffice it to say that the request and response keysecret with the key server that will generate their keys for
are used to establish a fully authenticated channel betweeatilients that will access the device. When a client needs to
client and server. As noted later, the response key can alsaccess the storage devidg the client will ask it to iden-
be used to enable link-level encryption. tify its key server. In figure 3 the key server fdt is sl.



Figure 3: An example of two storage devices with two diffédezy servers.

The client will then authenticate using an existing protpco tained without any secrets to authenticate the response, th
such as LDAP [9] or SSL [6], to get keys to acceldsand  client cannot be sure that the keys it is receiving is for the
then start making requestsda. real device or a fake. We get around both of these problems
One thing to note is that we cannot rely dhrevealing by using SSL [6] with server authentication. The certificate
the correct key server. If an attacker is masquerading ageceived from the server lists the name of the storage device
di, he could lie about the key server and direct the clientn its distinguished name. This gives us a secure channel
to a key server under his control. For this reason when théor the client to negotiate and receive keys and also proves
client requests keys from the key server, it must verify thatto the client that it is communicating with the correct key
the key server is authorized to issue keys for the storageerver for the device.
device. Note that when the client receives the certificate from the
The two other things we require of existing infrastruc- key server at the beginning of the SSL exchange, it must
tures are the ability to establish a private channel and thdecide whether or not to accept the signer of the certificate.
ability to map users to groups. After authenticating a userClients can have a variety of policies for certificate accep-
the key server must be able to pdss and K, to the user tance, even a list of valid certificates if necessary. There i
in a confidential way. Further, when generatiiig the key ~ no requirement to have a single trusted signer.
server must be able to enumerate the identities used by the
user. 4.3.2 Certificate Based Key Server

Each SCARED device in the Brave file system may be ] ] )
using a different key server to distribute keys and none/Ve also designed a key server that authenticates clients

of these key servers need be in the same security domaffpsed on their X.509 certificate. This implementation is
or even use the same authentication scheme as any oth&fmilar to the above except that the clients identities are
Since a client does not know a priori which key server isstored in the certificate rather than a database. SSL is used
used by a given storage device, we encode this knowledg@ establis_h a channel Fo the key_ server and the key server
in a device descriptor block that is stored on the storage deSiMPly validates the client's certificate and then puts the
vice and is publicly accessible. This way when a client firstidentities from the certificate into the key data that is sent
accesses a device it can discover the key server used by tfethe client.

device and obtain the keys necessary to make requests.

5 Implementation Experience

4.3.1 Password Based Key Server ) ) )
When we implemented our design, there were some things

A simple example of key server is a password based keyhat turned out not to be as practical as envisioned. The
server. This key server has access to a database of pasge of a single file system cache in the kernel also posed
words for a set of user ids and a database of groups thaiome problems that needed to be addressed to plug security
correspond to a user id. In our implementation we maintairholes. Finally some issues related to encryption turned out
the databases at the local machine, other databases sucht@®e harder than envisioned while others proved easier.
Sun’s Network Information System (NIS) and LDAP [9]
could also be used. :
When a client contacts the server, it sends its user id ang'1 ACLs Versus Credentials
proves that it knows the password and which point the keywWhen we originally designed the Brave file system we were
server generates the key pairs with the list of identities ofcompletely capability based. In each directory entry there
the user stored in the key data and sends them to the clientere capabilities and encryption keys used to access the
In order to send the keys to the client the server musbbject referenced by the entry. This object was encrypted
have a confidential channel. Further, the server must bwith keys of the users and groups that could access that ob-
able to prove to the client that it is indeed able to servgect. Thus it was easy to give and revoke access to files
keys for the storage device. Because the information abowtnd directories. Although a revoked user or group could
which key server corresponds to a storage device was olzopy off the necessary keys before the revocation occurred,



it was deemed acceptable since they could have also copiegod working set in its cache could be prevented from ever
the content before revocation. The bigger problem turnedeceiving cache invalidations by an attacker. To limit the
out to be revoking group and user encryption keys. Thatength of time such an attack will succeed we will do pe-
entailed doing a large scale re-encryption of every occurfiodic requests to the storage device that are only for heart
rence of the key in the file system. The other thing to notebeat purposes.
is that a client must use a unique key for each object in the
neMork. In the case of objects with users or groups of dif-5 3 Passing keys to the kernel
fering access privileges there may be more than one key for
each object. As noted earlier, we use key servers to bridge the simple
Because the revocation of keys was such a problem, weapability based security protocol with existing secuirity
broadened our concept of capabilities to include the capafrastructures for managing groups and users. The kernel
bility to act on behalf of a user and groups. We called keysneeds keys and corresponding key data in order to make
with this new capability identity keys. This let us introduc requests to the storage devices, and only the user has ac-
ACLs into the object module and greatly reduce the num-<ess to the secrets to communicate with the key server. To
ber of keys generated by the user. In general, to access affgcilitate the transfer of these secrets on Linux, a special
object on a device the user needs only one key to identifyile is created in the /proc file system. The user then runs a
themself. This also means that the number of keys mandser-level application that will continually read that fite
aged by the storage device depends only on the number &By requests from the kernel. Whenever the kernel needs a
users verses the number of users multiplied by the numbékey it will find an open read request on that special file that

of objects accessed. is being issued by an application with the same user iden-
tifier as the process making the file system request. The
5.2 Local page cache kernel will then cause the read to return with the name of

the device the kernel needs to access, and its key server, if

Local caching of the data and meta-data from storage deknown.
vices is necessary to achieve good performance from a dis- The user-level application will then contact the key
tributed file system. This caching also has the potential taerver, authenticate the user to the key server and ensure
leak data to other clients. When we implemented Brave aghe key server is authorized to generate keys for the stor-
a client file system, we only cached a data from a remotege device, and it will pass the key and key data received
object once. This may result in a situation where a usefrom the server to the kernel by writing to the special file.
reads a file that has be read into the cache by another uséfneeded, the application may need to prompt the user with
The kernel checks the identity encoded in the key data t@uthentication information or secrets to access privage.ke
ensure that the user can actually access the file, but it has It is also possible that the user previously received a key
no way of knowing if the key data is actually valid. Before and key data for the storage device using manual key distri-
identities in key data can be used to access cached dataution and stored them in the local file system. In this case
they must have been validated by the storage device. So ithe application simply retrieves the keys locally.
the scenario just described, the kernel would need to do a
simple operation on the device using the key given to it by,
the second user to ensure that the key data can be trusted'if
the key has not been used before. Brave is architected such that the file system data and meta-

There is also the dual attack in which the attacker pro-data can be encrypted at the client. Client machines that
vides bogus response keys to the kernel to trick it intohave a shared secret can simply encrypt the meta-data and
putting data from a bogus server into the cache. When ardata as it is sent to and from the storage device. This model
other user accesses the data with a real response key, therks and is simple and even practical in the case of a busi-
key will never get used since the data is already in theness that outsources its storage management and is able to
cache. For this reason, the kernel should get its own reput a copy of the same key in all the clients.
sponse keys and only use request keys obtained from users.The use of a shared secret is too simple for general use.
While our derivation scheme is designed to permit this andn general we would like to encrypt data and meta-data on a
the key servers outlined here support this mode of opergper file or directory basis using encryption keys known only
tion, there may be security infrastructures that do not supto users and groups, not clients. For these cases we have a
port the ability for an unauthenticated client to autheatéc  file system filter that encrypts file data using user managed
a response key obtained from a key server. keys much along the lines of other cryptographic file sys-

There is also a problem resulting from the asynchronousems. In this case Brave simply provides an authenticated
nature of cache invalidations. If an attacker preventsehe r repository. Because SCARED devices have less knowledge
ceipt of a cache invalidation from the storage device, theof the structure of the file system, it is possible to hide even
attack will only be detected after a request is generatethe relationship of objects in a file system from devices and
by the client. This means that a client that has achieved aavesdroppers on the network.

Encryption Revocation



5.5 Link Encryption /a/b, it will not be able to accesga/b/c even if the per-

] ] . ) o mission of the filec allows the client access. When using
As we discuss in the next section, client encryption is ”Otobject disks. the client can accesi the ACL of ¢ allows

sufficient to protect some of the confidentiality of the dis- ihe client access and the client hés object id, which is
tributed file system. Because parameters of requests afgt considered secret. Note that this problem occurs with
sentin the clear, an eavesdropper can figure out what parfiost distributed file servers at the administrative bound-
of objects are being accessed and how. In many cases thigies. In AFS clients can directly access a volume on the
information leakage can be used to attack the system.  gystem if the ACL permits, even if it cannot access the par-
Because the response key is a shared secret between @\ |n OceanStore, knowledge of a GUID allows access to
storage device and the client, we can use it to generate @at object if the ACL permits, even if access to the parent
session key to do link level encryption. This results in ajs not permitted. SFS has the same scenario when using
fully authenticated confidential channel between client an ynique identifiers. It should be noted that our original de-
server. Although it may be tempting to skip encryption of sign that used encrypted capabilities in directory entoes
the client encrypted data to be stored on the device, if igccess the object referenced by those entries did not suffer
is not re-encrypted using the session key, an attacker Cagom this exposure. Only by having access to the parent
detect duplicated byte patterns in the data and glean infotsgyid a client access an object.
mation about the data being accessed. While it may seem ypjje it is relatively easy to encrypt content as it is gen-
intractable, using the burstiness of data access makes thissrated and changed, it is very difficult to change encryption

very reasonable attack. keys. Re-encrypting an entire file system is not practical.
Even if each object has its own encryption key and only
that key is re-encrypted, walking the entire file system is
not very tractable. Although itis convenient to say that the

£ ith th ¢ on inf ion is still leaked oretically only new content needs to be encrypted with new
ven with the use of encryption information is still leaked, keys since old content is already compromised, in practice

Obviously, a storage device knows a lot about the meta-da at will rarely be the case and compromised encryption

of an object, but there are even more sources of informatieryS need to be changed to prevent further compromise of
available to a storage device. Traffic analysis yields rela:

tionships bet biect disk. s0 if related fil g)ld content.

C;Qnst s be Weent?] Jects onda IS ,tﬁo Id relate '%S 3n Finally, there is a user interface problem of reflecting the
Irectories are on the same device, the device can de ucé%curity domains involved and the level of security when

relationships. For example, when a READ operation on 4

; ) ) cessing a file. Consider the cgsg/b. Sincea is di-
directories followed by GETINFO operations on a set of rectly referenced by the directory that has been mounted by

objects, the dey|ce can ded_uce that an "Is -I" has occqrreg client, the client will have a good idea about the authenti-
and therefore figure out which objects belong to the given

director cation methods used to accesst is possible that is on a
ecory. - . . . . storage device that uses weak authentication, or possibly
Although it is tempting to believe that by using client i o, 5 storage device that does not do any authentication at

gncryptlon link Ieyel encryption is not needed, the lack ofa”_ Thus, even thoughmay be on a highly secured device,

link level encryption means th","t an eayesdropper on M&inceq is not well authenticated, information returned by
network can do even more traffic analysis than the storage ¢, , may be subverted to point to a boguen a bogus
device since it can correlate traffic from a client to differ- device. This highlights that a path is only as trusted as its

ent storage devices. It can also correlate network eventgyeayest fink. The file system layer of most file systems and

such as remote system logins, to storage requests to dedugfq; ,ser interfaces do not reflect different levels of trust
the location of specific files, such dstc/passwd. Since i o jile or directories path

encrypted content is only changed by the clients, an eaves-
dropper can figure out when a file changed and which part
has been updated. 7 Conclusions
Note that even block based storage devices are suscepti-
ble to this kind of analysis. Because blocks that belong torhe Brave file system has strong security features with
a given file or directory are usually allocated contiguouslysemantics and behavior that resemble other classical dis-
for performance reasons, and read sequentially, traffie anatributed file systems.
ysis allows a storage device or eavesdropper (if the link is Our use of SCARED object storage devices allows us
not encrypted) to figure out the blocks that correspond to &o store file system data and meta-data on SCARED de-
file system object. vices without having to expose knowledge of this data to
Another exposure that is not immediately evident is thatthe devices. In particular, all file and directory data can
by allowing direct access to the storage devices by clientdye encrypted as well as the relationships between files and
a client who does not have access to a directory may still belata. This allows us to encrypt even more of the file system
able to access its child. Normally if a client cannot accessneta-data than encrypting file filters.

6 Security Weaknesses



Because each device can be administered separately, §] J. Hodges and R. Morgan.

Brave file system can span different administrative do-
mains. By using key servers, even different security in-
frastructures can be used in the same file system.

By using the SCARED object model not only are dis- [10]
tributed file system operations enabled, but the ability to
control access to individual objects at the device is emthble
This allows us to avoid having file servers to manage file
and directory access.

Finally, we enable strong mutual authentication between
clients and devices using a simple keying scheme that re11]
quires a storage device to manage a single secret.

The design of Brave enables many of the features of
more experimental file systems while maintaining seman-
tics needed for use as normal distributed file system.
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