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Email Compliance Solution

Recording of Mitigate risk

Record Ingest records Monitor Information Life Full Text
classification (email, IM, records to Cycle Search across every with full
utilizing documents) detect Management all data types interaction from disposition
corporate file into archive, violations of capture to management
plan including full- regulatory or eudlic Federated destruction .
text indexing corporate Event Based Search . DESIUENTE
: . Fully auditable deletes
All record must policy (e 9. B € Legal reports to verify according to
be captured in NASD Disposition DiscoveryiLitig compliance policies
its original form 3010/3110) Federated ation
records Internal
management Investigation

Our Focus
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Supervision and Discovery

Supervision
Monitor any email record, before it is received

Detect any suspicious activity through pattern matching described
by rules, and hold it for further review

Hook to the record transfer agent (e.g. email server)
Hook to the record ingestion processing

Discovery
Provide search capability to the archive records, mainly for
* Litigation/Legal search
* Detect any suspicious pattern
* Internal investigation

IBM Almaden Research



| Intelligent Information Systems Group

Regular Discovery VS. Compliance Discovery

Regular Discovery
Find a piece of information, such as

* Find a particular product fitting my search criteria?
* Find a review for a given restaurant?

As long as ONE result answers the question
Compliance Discovery
Need to understand all the data.

Each piece of information have an EQUAL importance
They can relate or link to one another to provide a bigger picture
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Discovery component

Discovery
Known limitation to existing products:
@Plain search result is only enough for litigation, but not for
deep discovery
Need better ways to organize or understand the data

* Different perspectives on the search result,
e.g. email distribution over time, Top-N senders/receivers

* Multi-facet search interface for drilling into different
dimensions

* Time event analysis
°* Semantic search

use text-mining (classification) and UIMA-based
annotation
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Galaxy Discovery Interface

Drill-dO_V_Vﬂ Social Network
Capalbility
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THE END

http://www.almaden.ibm.com/cs/projects/iis/galaxy/
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