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Abstract employee hours and impose a significant financial burden
o _ on these companies. Surveys of large public companies
The Sarbanes-Oxley Act instituted a series ofjngicate that Sarbanes-Oxley compliance costs exceeded

corporate reforms to improve the accuracy and reliability g4 million per company in the fiscal year 2004 [2] [3].
of financial reporting. Sections 302 and 404 of the Act

require SEC-reporting companies to implement internal ~ As @ result of these high compliance costs, reporting
controls over financial reporting, periodically assess the companies are looking for technological solutions to
effectiveness of these internal controls, and certify thedutomate internal control processes. Most Sarbanes-
accuracy of their financial statements. We suggest thatOxley software products currently on the market offer
database technology can play an important role in controls over the access and manipulation of data and
assisting compliance with the internal control provisions a@ssist in documenting compliance efforts, but require
of the Act. The core components of our solution include:manual implementation of financial reporting controls.
() modeling of required workflows, (i) active TO address this gap, we propose using workflow
enforcement of control activities, (jii) auditing of actual mModeling, compliance auditing, and online analytic tools
workflows to verify compliance with internal controls, t0 automate many internal control functions.
and (iv) discovery-driven OLAP to identify irregularities The remainder of this paper is structured as follows.
in fm_anmal _data. We illustrate hoyv the featu_res of OUr gection 2 summarizes the basic internal control
solutl_on fulfill Sa_rbanes-OxIey requirements using sevgral requirements of the Act. Section 3 describes the current
real-life scenarios. In the process, we identify |ye| of automation in Sarbanes-Oxley compliance.
opportunities for new database research. Section 4 outlines our proposed solution design. In

Section 5, we offer scenarios to demonstrate theyutifit

the solution. In section 6, we identify challenges and
1. Introduction propose topics for future database research. We conclude

in section 7.

The United States Congress enacted the Sarbanes- ]
Oxley Act (*Act”) [1] in June 2002 in the wake of several 2. Internal Control Requirements
highly-publicized corporate scandals. The Act imposed
sweeping reforms designed to increase the transparency ¢.1. Sections 302 and 404 of the Act
financial reporting under federal securities laws. Most ) _
notably, Sections 302 and 404 of the Act require  Section 302 of the Sarbanes Oxley Act requires
companies reporting under sections 13(a) or 15(d) of theexecutive officers of reporting companies to certify the
Securities Exchange Act of 1934 to implement systems ofaccuracy of the company’s financial statements andyveri
internal control over financial reporting. Managemeht that they have designed internal controls over financial
each company is responsible to maintain these control§eporting. Section 404 requires each company’'s annual

and ensure the propriety of financial and accountingf€port to contain an internal control report, which mus
processes. include: (i) management’'s framework for evaluating

) ) internal controls; (i) its assessment of the effertess of
Over the past three years, reporting companies havénternal controls at the end of the fiscal year; &iidan

spent considerable time and effort designing andgytside auditor’s attestation of the internal contrstey.
implementing internal control systems. Enforcement and

monitoring of internal controls consume numerous



2.2. Definition of Internal Controls ensures that managers are able to make the proper
decisions, investors have access to sufficient irdition

The Securities and Exchange Commission (“SEC”) to evaluate the company, and regulators have a basis to
adopted a Final Rule under Section 404 [4] that definesdetermine whether the company has complied with
internal control over financial reporting as a praces applicable laws.
designed to provide reasonable assurance regarding the
reliability of financial reporting and the preparatiof
financial statements in accordance with generally
accepted accounting principals (“GAAP”).

Finally, the Monitoring element of the internal
control framework requires the company to assess its
internal control system, on an ongoing and periodic basis
to identify and correct any material weaknesses.

The Rule states that internal controls must include
policies and procedures pertaining to thaintenance of
records that: (i) accurately and fairly reflect the
company’s transactions and dispositions of assets; (ii)
assure that transactions are recorded as necessary
prepare financial statements in accordance with GAAP; isstatement or omission in the financial statemeartd
(i) assure that receipts and expenditures are made onl dentify any deficiencies or material weakness'es in the
pursuant to authorizations of management and direcmrs{:ontrol S s¥em [7]. Results of this assessment must be
and (iv) reasonably assure prevention or timely detecti documen)t/e d for au. ditor review
of unauthorized acquisition, use, or disposition of the :
company’s assets that could have a material effeth@n 2.3.3. Auditor's Evaluation of Controls. Lastly, the

2.3.2. Management’s Assessment of ControlsAfter

the internal control system has been designed and

implemented, management must periodically determine
ich controls need to be tested, evaluate the likatiho
at failure of a control could result in a material

financial statements. internal control report must contain an outside auditor’
attestation of the internal control system. Auditars
2.3. Contents of the Internal Control Report required to evaluate management's assessment and

documentation and perform their own independent review
2.3.1. Internal Control Framework. The SEC Rule  an(d testing of controls.

requires companies to adopt a suitable framework to

implement their internal controls. The most widelydise 3 Current State of Technology

framework was developed by the Committee of

Sponsoring Organizations of the Treadway Commission  |n view of the substantial compliance obligations
("COSQO") in 1992 [5]. The COSO framework outlines jmposed by Sarbanes-Oxley, reporting companies are
the following five elements of internal control over interested in deploying sophisticated systems to enforce
financial reporting, which have been ratified by the internal controls and assist management in evaluating
accounting standards of the Public Company Accountingtheir effectiveness. Unfortunately, technology s
Oversight Board [6]. kept pace with these market needs.

Control Environment is the “tone at the top” of an
organization. Establishing a suitable control envirentn
involves designing management policies and control
structures that encourage integrity and responsibility an
foster competent and ethical behavior within the
organization.

3.1. Degree of Automation

Compliance with the internal control requirements of
the Act remains a predominantly manual process.
Companies typically assign each control to an “owner”
who is responsible to implement the control and an

Risk Assessment involves an in-depth analysis of a *“assessor” who is responsible to assess the control.
company's business, operations, and financial reportingAdditional time and labor is then required to document
processes to identify internal and external risks inhénent and report on the effectiveness of the internal controls.
achieving the company’s objectives. Automating some of these manual tasks would

- . . substantially reduce the overall cost of compliance.
Control Activities are designed to mitigate company- y P

specific risks and ensure that management’s policies an% 2 Current Software Products
directives are implemented. Examples of control

activities include approvals, authorizations, verifizas, Most Sarbanes-Oxley software products on the
reconciliations, performance reviews, and segregaifon  market address the information and communication
duty constraints. element of the control framework, but rely on manual

The Information and Communication element is implementation of control activities and monitoring
intended to assure that material information is requirements. ~ For instance, [BM's Workplace for
disseminated within and outside of the organization.s Thi Business Controls and Microsoft's Solution Accelerator



for Sarbanes-Oxley provide central content repositoriessections that follow, we identify database technologies
with controlled access to company financial data. yThe that can be applied Sarbanes-Oxley compliance.

assist managers in organizing written risk assessments and

control policies and assigning implementation and 4. Solution Architecture

monitoring responsibilities to employees. But owners

within the company must manually verify whether each The architecture for our Sarbanes-Oxley solution
control has been implemented and assessors must likewisgonsists of four main components: (i) workflow
indicate whether each control has been effective. modeling, (ii) active enforcement, (iii) workflow auditing
and (iv) anomaly detection. Figure 1 illustrates hioase

Other products, such as Oracle’s Internal Contmlscomponents interoperate.

Manager, offer conventional workflow modeling
capabilities, in addition to the foregoing featuresrs¥'is The following definitions are relevant to
Continuous Compliance suite also provides someunderstanding our solution architecture.

application-level authorization and separation of duty
controls. However, a considerable opportunity exists to
develop new technologies that further automate the mos
labor-intensive internal control processes.

Transaction: A transaction is a set of activities
omprising a business operation that generates an entry in
he company’s financial statements.

Activity: An activity is a self-contained task in the
3.3. Continuous Assurance Technology execution of a transaction.

For the last decade, accounting research has Workflow A workflow consists of an ordered set of

advocated moving toward “continuous assurance” [8] [9], activities and is the means of executi_ng a transaction.
defined as “technology-enabled auditing which producesVorkflows —are —enactments of business processes
audit results simultaneously with, or a short periodrogti ~ Performed within an IT environment.

after, the occurrence of relevant events” [10]. Carmtirs Routine vs. Non-Routine:A routine transaction is

assurance relies on capturing information aboutexecuted with sufficient regularity within a company that

transactions and processes and monitoring flows ofit has a defined workflow. Conversely, a non-routine
transaction data to identify discrepancies between actuajransaction is not executed on a regular basis.

and expected results. Significant discrepancies trigger

alarms that require investigation by managers and auditors Material  Information is material if there is a
[11] [12] [13]. substantial likelihood that a reasonable investor would

_ _ ) ~consider it important in deciding whether to buy, hold or
Many in the accounting community expect Section sell a security.  For instance, a financial reporting
404 financial reporting controls to be integrated with jnaccuracy that would have de minimiseffect on a
continuance assurance, reporting, and monitoring as soogompany’s reported income may nevertheless be material

as technology permits. Some suggest that “tools forif it suggests fraudulent reporting practices.
automatic control mapping, evaluating online real-time ) ) ) ] )
control functioning, and selecting alarms for auditor Financial StatementsFinancial statements include a

review will greatly facilitate 404 compliance” [14]. Our company's balance sheet, income statement, cash flow
proposed system of active enforcement of controls statement, and other financial information filed wittfe
workflow auditing, and anomaly detection analytics SEC
operationalizes this notion of continuous assurance. )

4.1. Workflow Modeling

3.4. Database-Level Enforcement , . . . .
The first component in our solution architecture is

Computer science research has begun addres@orkflow (“WF”) modeling. We view internal control
database-level enforcement of legal regulations. Processes as sets of workflows, each containing required
Hippocratic databases have been proposed to activel;?ontrO' activities. To model these required workflows,
enforce data disclosure policies [15] and audit complianceSUggest an inductive bottom-up approach, using logs of
with privacy laws [16], such as the Health Insurance Past activity executions. ‘This method is preferable to
Portability and Accountability Act and the Gramm-Leach normative top-down modeling techniques, which may not
Bliley Act. Methods for maintaining tamper-resistant COMpoOrt with existing company culture and modes of
audit logs for legal compliance purposes are discussed ifl0ing business [18].

[17]. Although these technologies relate to privacy laws4.1.1. Activity Logging. Initially, we record certain
rather than Sarbanes-Oxley, they show the benefits ofransaction activities in logs that are stored in lozsa
managing compliance at the database level. In theaples. These activities include controls over initiat



authorizing, recording, processing, and reporting We then use these as a baseline to model required
significant accounts, disclosures and related asssriion workflows for routine company transactions. Managers
the financial statements [19]. Logs include information can use the WF Modeling GUI to refine the workflows
about the activity, the identity of the person who and ensure that they incorporate appropriate internal
performed the activity, the time of execution, and other controls. Research concerning construction of workflow
contextual information. models from logs of past activities includes [20], [21], and

Upon invocation of an activity in a workflow, the [22]. A survey of workflow mining approaches is offered

system records the fact that it has been invoked and” [23]

generates a log record. For activities performed outside  Each required workflow should include controls over
of a workflow system, a WF Step Interceptor extendsinitiating, authorizing, documenting, processing, and
existing middleware to intercept activity invocationglan reporting the transaction. Graphs of these workflores a
pass corresponding information to the Log Recordcompiled and stored in Executable WF database tables
Generator. maintained for active enforcement and auditing purposes.
Required workflows can be updated at any time and

In application server environments, containers . -
bp resubmitted for compilation.

hosting executable activities may observe invocations of
each activity and pass corresponding information & th 4.2 Active Enforcement

Log Record Generator. Special deployment descriptor "

extensions prescribe such behavior for corresponding  The second component of our Sarbanes-Oxley

executables. Systems management environments mMayo|yiion, active enforcement, imposes policy-based

also be extended to intercept activity invocations based  consiraints on workflows at the time of execution. This

new types of management events. In web servicecomponent is intended to ensure that routine transactions
environments, policy annotations may declare senases  comply with prescribed workflows. Other components of

activities to be monitored. Such policy annotatian®y/ oy * solution are intended to handle non-routine

direct attendant SOAP headers to the Log Recordygnsactions and detect fraud perpetrated outside of the
Generator. internal control system.

4.1.2. Modeling Required Workflows. Next, we mine
the activity logs to construct past transaction waonk8.

Workflow (WF) WE

Modeling/Specification Reconstruction .
GUI Accounting
Rules Rules
/ Actual
WFs
O e WFs
o Compiled wolatlng
WE - constraints
o ! X Audit d ired
invocation c Constraints and require
WEF controls

f

Ad hoc
execution of
activities

Intercept and log
invocation of Actual
each step , \  WEs , f
WF Step WE
Interceptor WF Compilation WE WE Financial
Activity Reconstructor Analysis Results
l Coordinator Y Generation
Store
Log Record X and retrieve X
Generator compiled
WF
O || o— O |Oo
WF Engine

Financial
Data

Activity Executable
Log WFs

Figure 1. Workflow execution and analysis infrastructure



One method of active enforcement is to apply process  Reconstruction of Actual Workflows: The WF
constraints that do not allow completion of non-compliant Reconstructor uses correlation rules to reconstruogbc
transactions. Examples of this type of active enforcéme workflows from the activity logs. Correlation rules igss
include workflow authorization constraints [24] [25], individual activities to workflows. For example, these
secure co-processors to verify contract authorization rules can associate activities into a workflow baseah @o
[26], and temporal database constraints [27]. Anotherunique identifier assigned to all activities in an individual
method is to allow non-compliant transactions to pedc ~ workflow instance. The rules may be supported in an
but log all exceptions to the required workflows [28]. environment-specific manner. Application servers may
support deployment descriptors identifying elements of
he signature of the executable invoked. In web servic

nvironments, correlation properties and aliasing
mechanisms defined in [29] may be used to support

Figure 2 depicts the organization of the active
enforcement system. The workflow engine manages an
coordinates the execution of individual activities in the
\t/;/](;rk\;:/olg/v .E>-<rcheei)t\i/x E %Oe?gi't%?to\:vﬁ i(’?:is?jse)'tgremei‘rfg\smﬁﬁeﬁﬂg gssociation of individual activity invocations to wodk
each activity complies with the required workflow. If an nstances. O_the_:r rules can reconstruct workflo_ws by

TR ; ' joining all activities performed on behalf of a certaser
activity is in violation, the workflow engine can block duri e

. S . . uring a specified timeframe.

execution of further activites in the transaction.

Alternatively, the engine can allow the non-compliant Comparison to Required Workflow#fter the actual

transaction to proceed, but record the violation in anworkflows have been reconstructed by the WF

activity log to be maintained for audit purposes. This Reconstructor, they are compared with the required

alternative avoids problems associated with enforcementvorkflows to determine whether transactions are

errors and immaterial process deviations. Auditors cancompliant with internal controls. Methods of comparing

use exception data gained from periodic audits todirected graphs are discussed in [30]. This comparison

investigate violations and refine workflow models. process presents non-trivial problems, as it requirese
than a simple matching of graphs. The system should be
able to distinguish between immaterial process dewviati
and actual breakdowns in the internal controls scheme.

eé@ For instance, in many compliant transactions, agt&vit
S wro and controls may be completed in different orders. rQfte
moeeten substitute controls may also be acceptable. In additio
@._. \ e many actual workflows may be compared to determine
™~ activity e whether process deviations are systemic problems or
._, — | ity Excepton isolated instances. Approaches such as those proposed i
/ Coordnator || elecr [20], [21], and [22] can be used for this purpose.
©— MAIAWES o s 4.3.2. Query-Based Auditing. Query-based auditing
(©— auitiog. |—‘ enables companies to audit the activity logs to investiga
records WF Engne suspicious transactions and periodically assess the
ﬁ effectiveness of the internal control system. Audits are
tog expressed as constraints against workflow instances. An
audit returns as its result instances of workflows that
Figure 2. Active enforcement of controls violate these constraints.

Auditors can analyze actual workflows, using the WF
Analysis component to uncover workflows that violate
audit constraints specified by an auditor. For example, in
the course of assessing internal controls, an auditgimtm

provides two types of workflow auditing — compliance (10 tioat - b i
verification and query-based auditing. This componentwan. O INvestigale a Suspicious manager by requesting an
%Udlt of all transactions approved by that particular

can be used by internal or external auditors to assess th 4 .
effectiveness of internal controls manager. Or perhaps she would like to audit all

transactions executed within a certain time period. She
4.3.1. Compliance Verification. The compliance could also request an audit of all routine transactions
verification system reconstructs actual workflows and executed within a specified timeframe that are non-
compares them with required workflows to identify compliant with the company’'s system of internal cdstro
control violations. As depicted in Figure 1, the stored workflows are input to
the WF Analysis module for this purpose.

4.3. Workflow Auditing

The third component of our proposed solution



4.4 Financial Analytics for Anomaly Detection 5. Solution in Action — Rhone Auto Parts

The final component of our proposed solution The following scenarios illustrate the application of
involves the use of OLAP analytics [31] [32] to uncover our solution to various financial transactions. In the
potential anomalies in financial data that may suggestscenarios, Rhone is a fictitious publicly-traded manu-
accounting errors or improprieties. External auditors facturer and wholesaler of automotive parts. Its CE© ha
often uncover such anomalies in periodic audits, leadingestablished an earnings growth target of 10% per year and
them to investigate significant reporting inaccuracies. tied management compensation to this target.

This requires in-depth review of journals, records, and

other underlying accounting data and evidentiary matter5.1. Routine Sales Transaction Scenario

as analysis of top-line financial statements is generall

insufficient to find meaningful anomalies. Internal and In a typical Rhone sales transaction, a sales manager
external auditors could more efficiently analyze thisadat solicits orders from auto parts distributors. For each

and gain much further insight using OLAP techniques.  order, the sales manager prepares an electronic invoice
which is then forwarded to the shipping and accounts

OLAP cubes provide data operations such as drill'receivable departments. Upon receiving the invoice, t

down, roll-up, and selection to uncover material data ... -
. ' shipping department checks Rhone’s inventory for the
anomalies. However, standard OLAP methods rely on bping dep y

_ ) requested parts. If they are in stock, the invoice is
analysts to choose the proper search dimensions amd qaforwarded to a shipping manager for approval. Upon

o_pe_zration_s. This _hypothesis-driven O_LAP analysis is receiving an approved invoice, the shipping desk filks th
difficult given the large number of potential paths thitoug order and ships the parts. The accounts receivable

the cube and often does not yield fruitful results dueedo th epartment then mails a bill to the distributor. On the

large I\I/o:gmesﬁ Oftd?rt]a't multlplg search dlm?_nsm_mﬂs, aNChther hand, if the parts are not in stock, the shippis§ de
canceflation efiects thal may obscure anomaliesweno advises the distributor how long the order will takeilto f

Ie\_/el data. Accordingly, we suggest using_ a di_scovery-The distributor can elect to proceed, modify, or catioel
driven approach to OLAP analysis, as described in [32]. transaction. As soon as the parts leave the loatiing
Instead of relying on analysts to select appropriateto be shipped to the distributors, an accountant records the
cube views, discovery-driven OLAP searches for total price of the order as revenue. Per accountireg,rul
indicators of anomalies in various levels of the data tothe cost of goods sold is recognized on a per unit basis in
guide further exploration. The method of identifying such the same period each unit is sold.
indicators should accurately reflect relevant business a
financial metrics. The system should also be able to

explain the relevance of t_he indicators_in sufﬁcienam_et billed, but never received delivery of the parts. To begin,
for an analyst to determine what additional cube VIeWS , rhone auditor specifies the transaction by invoice

and data operations are necessary [33]. Such discoveryy, \per ang requests a workflow audit. Upon receipt of

Qriven_analysis should isolate meaningful anomalies in thethe audit request, Rhone’s compliance verification system
financial data. uses activity logs to reconstruct the actual workflow for

Figure 3 presents the system organization for thethat transaction. Comparing it to the required controls,

Workflow Auditing: Rhone would like to audit a
particular sales transaction for which a distributors wa

automated detection of anomalies in financial results. the system determines that a critical activity issimg.
Although the transaction has been recorded as complete,
Anomaly Detection the shipping clerk never confirmed shipment. Either the
Moa! goods were never shipped or the clerk did not verify the

shipment. Auditors can use this information to investigat
whether the transaction was improperly recorded.

\

Anomaly
Anomaly

Detector

The auditor can also use the query-based auditing
feature to determine whether there are similar tictioses
for which revenue was improperly recognized, but the
shipment was not confirmed. This information will help
the auditor determine whether this is a one-time
occurrence or a systemic problem.

OLAP Engine

Financial
Data

Active Enforcement: In the future, Rhone could
implement active enforcement controls that would not
Figure 3. OLAP anomaly detector allow routine transactions to proceed in the absef@e
required activity. For example, the accountant would be




prevented from recording the sale in the accountingcompliance audits. In either case, Rhone could
ledgers until there was a confirmation of the shipment.automatically detect this type of revenue manipulation
As an alternative, the system could allow the tramsact early in the process.

to proceed, but log the exception for later review by

. . Financial Analytics: In some situations, active
internal auditors. yt

enforcement and auditing would not reveal this revenue
Financial Analytics: Discovery-driven OLAP may manipulation. For instance, the sales manager could

assist in detecting systemic problems in large numdfers produce fraudulent invoices for the additional orders and
routine transactions. For instance, a proactive PLA collude with a shipping manager to verify and approve
audit may reveal anomalies such as: (i) a period-t@geri these invoices. In this case, the analytics component
change in the ratio of recognized sales to confirmedwould assist Rhone’s internal auditors in uncovering the
shipments for a particular region; (ii) a significant fraud. In comparing period-to-period financial data, it
increase in accounts receivable for sales generated by would uncover anomalous increases in the ratios of
particular sales manager; or (iii) a change in the ratioaccounts receivable to revenue and earnings. Further
between orders and shipments for certain accountsdrill-down would allow internal auditors to isolate sale
Hypothesis-driven OLAP methods would identify these and shipping managers with lower collection ratios
anomalies only if the auditor had reason to search theassociated with their invoices.
roper dimensions of the financial data. On the other . . . .
Eanrt)j, discovery-driven methods would be more effectives'z'z‘ Cost Manlpul_at|on Scenario. During _the second .

guarter, Susan again fears that Rhone will not meet its

in uncovering unsuspected anomalies in large volumes . _—
. . - earnings target. This time, Susan approaches Cartos, th
data with numerous search dimensions. 9 9 PP

assistant controller, and asks him whether there is any
slack in the company's accounting figures keeping
earnings growth down for the quarter. Carlos suggests

The following two scenarios discuss the use of ourthat Rhone 'is incurring significant expense in a

solution to detect fraudulent accounting methods that aréPromotional campaign to ship free product samples to
used inflate earnings. retailers and repair shops. Since this campaigregtiog

demand pull for new products, Carlos decides to
5.2.1. Revenue Manipulation Scenario.Susan is Vice-  categorize it as a long-term customer acquisition cost
President of Sales for Rhone. Upon learning that Rhongather than a period cost. As such, he capitalize® thes
is unlikely to meet its 10% earnings growth target f&r th expenses over the next ten years, rather than fully
first quarter, Susan encourages her sales managers {@cognizing them in the current year. This reduces gerio
engage in aggressive tactics to increase revenuesbefoiosts, allowing Rhone to meets its earnings target uitho
the quarter end. Several managers enter into unwritterany further increase in sales.
agreements with their distributors, wherein they siiip . . .
an extra 20% worth of parts. However, the account. Workflow Auditing: Rhonesmternal controls_requwe
manager will not require payment for the extra parts its controller and_asmstant controller to review and
unless and until the distributors are able to unload them tgPProve the draft financial statements at the end df eac
retailers.  Using this scheme, the sales staff asze period before they are certified by the executive officers

revenues and ensures that earnings targets are mieefor tand filed with the SEC. In this case, Carlos uniedtgr
quarter. changes the accounting treatment for the sample parts. If

senior management does not approve the statements, a
Workflow Auditing: A workflow audit would reveal  quarterly workflow would reveal this process violation.
that the sales managers submit orders directly to theBut if the statements are approved without comment, a
shipping desk without verification or approval from a subsequent OLAP audit would reveal this violation.
shipping manager. Although Rhone recognizes the sales i i i ) )
as revenue upon shipment of the goods, it does not receive Financial - Analytics: ~ Discovery-driven = OLAP
payment for the goods unless and until they are sold t@nalysis would reveal a significant decrease in per-unit

retailers. This causes misleading earnings inflation byCOSt in the second quarter and a large increase in capital
swelling accounts receivable expenses. It would also show that changes in contribution

to profit from the new parts are disproportionatette t
Active EnforcementRhone could prevent these non- increase in sales for those products. These anomalies
compliant transactions from proceeding by not allowing could be uncovered by specific SQL queries or existing
the shipment until the system receives invoice vertifth ~ hypothesis-driven OLAP techniques only if the auditor
and shipping manager approval. Alternatively, the syste had an idea of where to search for the anomalies.h®n t
could log records of these non-compliant transactions,other hand, if there are nearly infinite potential cube
which could be revealed and investigated in quarterlyviews, discovery-driven methods are more proficient.

5.2. Prevention and Detection of Fraud



5.3. Compliance in Non-Routine Transactions Because this is a non-routine transaction, Rhone has
not prescribed its required workflow. However, Rhone

The final scenario describes how our solution assistsshould have sufficient separation of duty and

in handling non-routine transactions, for which reedir  authorization constraints in place to ensure that all
processes may not be specified ahead of time. transactions of a certain magnitude are thoroughly

Financial Officer. During the third quarter of Rhone’s q 9

fiscal year, Fred is approached by Ziske Auto Racingvalue must have (i) comfort letters from outside counsel

Company with a proposal to develop a series of high-enoand auditors; (ii) informed consent of the CEO and Board

; ; : after reviewing transaction documentation and attorney
auto racing parts. Fred assigns a finance department team

to perform due diligence on the transaction. The teamand auditor letters; (iif) approval of an executive fram

perk 9 : Lo different department before funding the deal; and (iv)
determines that the proposed venture is very risky, bUteIectronicaII sianed verifications
will yield high returns if it can establish a footdah this ysig '
niche market. Workflow Auditing: An audit of the workflows in
Fred is interested in this venture, but does not wantg]'srtgsggabcn?ge\’\g)g’;? drg\rfjacljtggtvtit\;]vsjtlglr?a?ﬁgigzg(;)n of
Rhone to lose its high debt rating by incurring additiona pp yu - any

gocument review, and funded by the signatures of Fred

debt on its balance sheet. Thus, he structures a join . .
venture, called Fastlane, in which Rhone and Ziske eacﬁmd the Assistant CFO, Adam. Comparing the actual

) S . workflow to the required general workflow for
invest $5 million in company stock in exchange for a . . 2
S L . transactions exceeding $1 million would reveal the
limited partnership interest. The general partner is FS . LI .

reasons this transaction is non-compliant.

Partners, LLC, which lists Adam, Rhone’s Assistant CFO,
as its sole director. Adam invests $200,000 in Fastlane in  If the Board independently became suspicious of
exchange for a 4% general partnership interest. FastlanFred, it could use query-based auditing to request an audit
borrows $10 million from Carnegie Bank, secured by the trail of all transactions above $100,000 that were iniiate
Rhone and Ziske stock. The structure of this trarmacti by Fred within a certain time period. If the Board
is depicted in Figure 4. suspects collusion between Fred and Adam, the auditor

could request an audit of all transactions containing

approvals of Fred and Adam. Because all activity logs a

kept in the database, various audit queries can help

investigate suspected improprieties and evaluate the
effectiveness of internal controls.

FS Partners, LLC $5M Rhone Auto Parts

$200K Rhone Active Enforcement: Rhone could also have active
General Partmer 2" stock Limited Partner, enforcement controls in place to prevent the transfe
4% equity 48% equity interest the $5 million investment from its treasury stock pegdin
interest Fastiane, LP L P recognition of both comfort letters and the required

48% equty electronic signatures of the CEO, the secretary ef th
siomdebt SN nterest Board, and another executive officer.
stock
. Ziske Raci .
Carnegie Bank e Tachs 6. Opportunities for Future Research
Figure 4: Rhone hidden debt transaction 6.1. Process Discovery

Using this transaction structure, Rhone invests in a  The greatest challenge to designing a Sarbanes-Oxley
high-risk, high-return venture without expending any cash compliance solution is the volume and diversity of
or reflecting any additional debt on its balance sh&ais  transactions that are handled by each internal control
structure is unlawful because it hides debt that should be&ystem.  The needs of individual companies vary
aggregated with Rhone’s financial statements. To qualifyconsiderably based upon size, location, industry, culture,
for non-aggregation and keep this debt off the balancemanagement structure, and operational needs. Solutions
sheet, accounting rules require that the venture be amequire a great degree of specialization and must
arms-length transaction, in which a non-related géneraaccommodate large numbers of transactions.
partner invests at least 3% of the funds. Neithehés t

case here. We have suggested a bottom-up approach to

discovering and modeling these processes, using activity
logs to uncover and model actual workflows, which can



then be modified to include required internal controls. storing and querying past executions. Although they

Initial approaches to such workflow modeling techniques consist of atomic activities, workflows have rich

have been proposed in [20], [21], and [22], but further dependency structures. The value of workflow data is

research is required to capture the complex conditionakignificantly reduced if this structure is lost. The&seam

relationships that may exist between the individual stepsmportant research challenge in developing storage

in a workflow. models that represent the complex relationships between
business activities in a workflow.

6.2. Modeling Non-Routine Transactions Further, traditional query languages such as SQL are

In addition to routine transactions, effective workflow nadequate to query a workflow repository due to the
models must also capture and document complex, nonvariety of stored business transactions and the possible
routine transactions, for which there is no precedent alternatives and exceptions for each transaction. While
guide process development. A polymorphic IorocessXQuery’s notion of ordered elements is helpful, XML

model has been proposed in [34] to model abstracidueries over such transaction data are likely to become
workflows ~ without  immediately  requiring  the overly verbose and error-prone. Accordingly, workflow

implementation details of each activity. ~BPEL [29] 'epositories warrant a new and powerful query language
enables abstract description of observable behavior jff® Uncover exceptions and deficiencies in business
executable processes. These descriptions may represeRfOCESSES.

constraints imposed on executable processes. It would b .
interesting to explore extensions needed to model an(;S' New Sources of Activity Data

audit non-routine transactions. RFID technology will provide large volumes of

In addition, complex workflows often share common highly detailed information about business activitied tha
sub-processes or control activities that are criticdheir have been infeasible to record in the past [36]. RFID
execution. For example, non-routine transactions oftenreaders can track the flow of products across
involve the transfer of money or assets, such as amympa manufacturing and distribution channels. They can also
stock. Critical activities, such as dual authorization track other details of business activity, such as grouping
requirements, constrain such non-routine transaction®f individual RFID tagged items involved in activities
even though there may not be formal processes pregcribealong with temporal signatures of events. Although
for other elements of the transaction. There issearch privacy issues will have to be addressed [37], RFID data
challenge in the selection and modeling of such ctitica will be invaluable in analyzing the details of indiual
activities in a way that large classes of non-routine workflows. Managing the rate and volume of information
transactions can be controlled and audited in terms ofgenerated by RFID readers will present scalability

these controls. challenges [38]. Also, workflow reconstruction and
auditing systems must be able to handle uncertainty
6.3. Methods for Handling Exceptions introduced by incorrect aggregation of simultaneous but

_ _ unrelated events.
Exceptions to required workflows are often

permissible. For instance, activities may be comglete 7. Closing Remarks

different orders, substitute authorizations may be

acceptable, and activity schedules may be modified.  Sarbanes-Oxley Act compliance is a multi-billion
Systems that impose overly-rigid execution rules aredollar problem for SEC-reporting companies. As the need
impractical because they do not accommodate exceptionfor automated compliance solutions has outpaced the
that are common in practical situations [18]. Many development of technology, there are significant
workflow systems explicitly model such exceptions, but opportunities for innovation. In this paper, we have
do not account for unanticipated exceptions. Methods forpresented a solution designed to address the complex
handling exceptions in the course of enforcement andnternal control requirements of the Act We
auditing are necessary to build effective solutions. Thus,demonstrated the utility of this solution using sevezal-r
further research is needed to develop process modelingfe scenarios. We have also outlined important teetnic
tools that update workflows by migrating exceptions into challenges and suggested topics for database research.
accepted business practices [35]. We hope this work provides the basis for innovations tha

_ _ revolutionize internal control systems.
6.4. Storage and Retrieval of Executions

We observe the need for database systems to view
workflows as first class objects and provide facilities
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