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Event sequences capture system and user activity over time. Prior research on sequence mining
has mostly focused on discovering local patterns appearing in a sequence. While interesting,
these patterns do not give a comprehensive summary of the entire event sequence. Moreover, the
number of patterns discovered can be large. In this paper, we take an alternative approach and
build short summaries that describe an entire sequence, and discover local dependencies between
event types.

We formally define the summarization problem as an optimization problem that balances short-
ness of the summary with accuracy of the data description. We show that this problem can be
solved optimally in polynomial time by using a combination of two dynamic-programming algo-
rithms. We also explore more efficient greedy alternatives and demonstrate that they work well
on large datasets. Experiments on both synthetic and real datasets illustrate that our algorithms
are efficient and produce high-quality results, and reveal interesting local structures in the data.
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1. INTRODUCTION

Monitoring of systems’ and users’ activities produces éaegent sequencese., logs

where each event has an associated occurrence time as vedfieasattributes. Network
traffic and activity logs are examples of large event seqegn©ff-the-shelf data-mining
methods for event sequences though successful in findingrieg local structures, e.g.,
episodes, can prove inadequate in providing a global mddibleodata. Moreover, data-
mining algorithms usually output too many patterns that imegrwhelm the data analysts.
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In this paper, we reveal a new aspect of event sequence aalgmely how to concisely
summarize such event sequences.

From the point of view of a data analyst, an event-sequengergrization system
should have the following properties.

Brevity and accuracy: The summarization system should constglairtsummaries
thataccuratelydescribe the input data.

Global data description:  The summaries should give an indication of the global struc-
ture of the event sequence and its evolution through time.

Local pattern identification:The summary should reveal information about local patterns
normal or suspicious events or combinations of events that
occur at certain points in time should be identified by just
looking at the summary.

Parameter free: No extra tuning should be required by the analyst in order
for the summarization method to give informative and useful
results.

Despite the bulk of work on the analysis of event-sequertodse best of our knowl-
edge, there is no technique that satisfies all requireméstassed above. In this paper, we
present a summarization technique that exhibits all thiaeacteristics. More specifically,
—We use theMinimum Description LengtiiMDL) principle to find a balance between

summaries’ length and descriptions’ accuracy.
—We adopt asegmentation modé#hat provides a high-level view of the sequence by iden-

tifying global intervals on the timeline. The events apjyggwithin each interval exhibit

local regularity.
—Each interval in the segmented timeline is described bycal modelsimilar to clus-

tering. Our local model groups event types with similar sadé appearance within the

interval; in this way local associations among event typesaptured.
—The usage of MDL penalizes both complex models that ovénditiata and simple mod-

els that over-generalize. This makes our methodology pet@miree and thus increases
its practical utility.
Our methodology makes two assumptions: (a) the appearahegents of different types
are independent and (b) the appearances of events of theisaered different timestamps
are also independent.

ExAMPLE 1. Figure 1 shows an example of an input event sequence and thetau
our method for this particular sequence. The input sequé&hskown in Figure 1(a). The
sequence contains three event types B, C'} and it spans timelingl, 30] that consists
of 30 discrete timestamps. A possible instantiation of thesatdypes one can think that
events of typel correspond to logins of user “Alice”, events of ty@gto logins of user
“Bob”, and events of typ&’ to logins of user “Cynthia” in the system.

Figure 1(b) shows the actual segmental grouping that ouhm@finds. Three segments
are identified:[1, 11], [12,20] and [21, 30]. Within each segment the events are grouped
into two groups; event types with similar frequency of appeee within a segment are
grouped together. In the first segment, the two groups cbabisvent typeg A, B} and
{C?} - A and B are grouped together as they appear much more frequentty¢hi the
interval [1,11]. Similarly, the groups in the second segmentfdg and{B,C} and in
the third segmen{A, C'} and{B}.
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Fig. 1. Visual representation of an event sequence thattenevents of three event typgd, B, C'} and spans
timeline[1, 30]. Figure 1(a) shows the input sequence; Figure 1(b) showsetiimental grouping and Figure 1(c)
shows the high-level view of our summary. The same tone of glentifies group membership.

Finally, Figure 1(c) shows what the output of the summaitzratmethod conceptually
looks like. The coloring of the groups within a segment idcative of the probability
of appearance of the events in the group; darker colors aposd to higher occurrence
probabilities.

1.1 Problem Statement and Approach

We address the following problem: assume an event sequitita records occurrences
of events over a time intervél, n]. Additionally, let€ denote the distinct event types that
appear in the sequence. Our goal is to partition the observatterval into segments of
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local activity that sparfl, n]; within each segment identify groups of event types that ex-
hibit similar frequency of occurrence in the segment. Wethsg¢ermsegmental grouping
for this data-description model. For the purposes of thizepave only consider discrete
timelines. We additionally assume that events of diffetgpés are generated at every dis-
tinct timestamp independently from some stationary prdthakhat depends on the event
type and the segment itself.

We formally define the problem of finding the best segmentaliging as an optimiza-
tion problem. By penalizing both complex and simple modetsdevelop a parameter-free
methodology and provide polynomial-time algorithms thatimally solve the above sum-
marization problem. Dynamic-programmingis at the cordnebe optimal algorithms. The
computational complexity of our algorithms depends onlyl@number of timestamps at
which events occur and not on the total length of the timeline

Although the main motivation for our work is the forensic drsis of large audit logs,
the techniques presented herein can also be applied toditleese domains; appearances
of words within a stream of documents could be consideredastsequences and useful
summaries can be constructed for these domains using ohodwbgy.

1.2 Roadmap

The rest of the paper is organized as follows. We review tteged work in Section 2. In
Section 3 we give some basic notational conventions. Ini@Gedtwe formally describe
our summarization scheme and the corresponding optirizatioblem of finding the best
summary. The algorithms for solving the problem are presgint Section 5. In Section 6
we study some variants of the original problem. Experimangsgiven in Section 7; Sec-
tion 8 presents an application which exploits the algorghmmesented in the paper and
illustrates intuitive visual metaphors for rendering thgosithms’ results. We conclude in
Section 9.

2. RELATED WORK

Although we are not aware of any work that proposes the samensuization model for
event sequences, our work clearly overlaps with work on sege mining and time-series
analysis.

Closely related to ours is the work on mining episodes andesetipl patterns ([Agrawal
and Srikant 1995; Bettini et al. 1998; Chudova and Smyth 200&@nnila and Toivonen
1996; Mannila et al. 1997; Pei et al. 2007; Srikant and Agtal986; Yang et al. 2002]).
That work mostly focused on developing algorithms that tdgonfigurations of discrete
events clustered in time. Although these algorithms idetdical event patterns they do
not focus on providing a global description of the data segae Moreover, these meth-
ods usually output all local patterns that satisfy certaipprties. In contrast, the focus
of our work is to provide an overall description of the eveetsence and identify local
associations of events, keeping the whole descriptiort simar accurate.

Summarization of event sequences via a segmentation mogebposed in [Mannila
and Salmenkivi 2001]. However, the technique presente tte:n only model sequences
of single event types; within each local interval, the appeees of events are modelled
by a constant intensity model. The model of [Mannila and ®alkivi 2001] cannot be
extended to handle more than one event types. In fact, onéhgadnof our model as a
generalization of the model proposed in [Mannila and Sakive2001] since in fact we
split the event types into groups of constant intensities.
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Also related is the segmentation framework developed byKiw et al. 2003] in order
to identify block structures in genetic sequences. A mimimdescription length approach
is also used there for identifying the number and positidreegment boundaries. How-
ever, the models built within each block serve the particodadelling requirements of the
genetic sequences under study. For example, in the casewigtd et al. 2003] finding
the local model in each segment is an NP-hard task, while icase this task is polyno-
mial. At a high-level, our work is related to the general gesb of finding homogeneous
DNA sequences. This problem has been extensively studibabinformatics leading to
a variety of segmentation algorithms [Gionis and Mannil@20.i 2001a; 2001b; Ruzzo
and Tompa 1999]. There is only high-level connection betwibese pieces of work and
ours: although we both deal with segmentation problems andany cases we use dy-
namic programming as our main algorithmic tool, each papstiss a different model and
tries to optimize a different optimization function.

Periodicity detection in event sequences has been the fafcony sequential data-
analysis techniques (e.g., [Elfeky et al. 2004; Han et a@8]1%Han et al. 1999; Ma and
Hellerstein 2001]). Although periodicity detection in etesequences is an interesting
topic by itself, it is not the focus of our paper. We focus ordiing local associations
across different event types rather than finding combinatiaf event types that exhibit
some periodic behavior.

Identifying time intervals at which an event or a combinat@f events makes bursty
appearances has been the focus of many papers associdteahinitg and analysis of
document streams, e.g., [Allan et al. 2001; Brants and CB&3;Xleinberg 2003; Swan
and Allan 2000; Yang et al. 2000]. In that setting eventsespond to specific words
appearing on a stream of documents. Our methodology carbalapplied to the analysis
of document streams. Since the class of models we are coimgjcire different from
those proposed before, one can think of our methodologymplamentary to the existing
methods for document analysis.

At a high level there is an obvious connection between oureghadd the standard seg-
mentation model used for time-series segmentation (seed@ual. 2001; Karras et al.
2007; Keogh et al. 2001; Papadimitriou and Yu 2006; Terzi @sdparas 2006] for an
indicative, though not complete, set of references). Thoedels partition the time se-
ries into contiguous non-overlapping segment, so thatiwidach segment the data ex-
hibits some kind of homogeneity. Different definitions ofnhegeneity lead to different
optimization problems and different models for describiihg data within each segment.
Usually linear models or piecewise-constant approxinmetire used for that. Despite the
high-level similarity between this work and ours we point that our focus is on event se-
guences rather than on time series. Moreover, the local meeleonsider to represent the
data within a segment is a special type of clustering modeth& best of our knowledge
we are not aware of any prior work that considers such localets

There is an equally interesting line of work that deals wiith dliscovery of local patterns
in time-series data, e.g., [Papadimitriou and Yu 2006; &zilet al. 2005; Zhu and Shasha
2002]. However, the connection to our work remains at a héghllsince we focus on event
sequences and not on time series, and the local per segméetawee consider are quite
distinct from the models considered before. Same highttmmnection exists between our
model and HMMs [Rabiner and Juang 1986]. However, the assongbehind HMMs are
different. For example, we assume that every segment Y$tateir model is independent
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of any other state. To the contrary the HMMs assume that thekdwaproperty holds
between the states.

3. PRELIMINARIES

Event sequences consist@fentghat occur at specific points in time. That is, every event
in the sequence has an associated time of occurrence. Waassset of m different
eventtypesAn eventis apaifF, t), whereE € £ is an event type ands the(occurrence)
time of the event on a timeline. We considdiscretetimelines in which occurrence times
of events are positive integers in the interyaln|. That is, the timeline consists of
different evenly spaced timestamps at which events ofriffetypes might occur.

We represent an event sequence byrar n arrayS such thas (i, ¢) = 1 if an event of
type E; has occurred at time point At a certain time, events of different types can occur
simultaneously. That is, each column®tan have more than orieentries. However, at
any timet, only one event of each type can occur (If multiple eventhefsdame type do
occur at a point, they can be ignored as duplicates).

Figure 1(a) shows an event sequeBSa which events of, = 3 different types appear;
& ={A, B,C}. The events occur on the timelifig 30]. That is, there ar80 timestamps
at which any of the three event types can occur.

Given intervall C [1,n], we useS [I] to denote then x |I| projection ofS on the
interval I. Finally, for event typey € £ and intervall C [1,n] we denote the number of
occurrences of events of tygewithin the intervall with n(E, I).

The core idea is to find segmentatioof the input timeling1, »] into contiguous, non-
overlapping intervals that covét, n]. We call these intervalsegments More formally,
we want to find a segmentation 8finto segments denoted I8/ = (S;,...,S). Such
a segmentation is defined By+ 1 boundaries{b;, b, ..., bx, biy1} Whereb, = 1,
br+1 = n + 1 and eachb;, with 2 < j < k takes integer values if2, n]. Therefore, the
j-th segment corresponds to the subsequérog b,+1 — 1]. A segmentation of the input
event sequence of Figure 1(a) is shown in Figure 1(b). Thetispquence is split int®
segments defined by the boundafési2, 21, 31}.

We now focus our attention on the data of a specific segrigdefined over the time
interval I. That is,S;, = S[I]. We describe the portion of the data that corresponds to
S; by the local modelV/;. We consider modeld; to be a partitioning of event types
into groups{ X1, ..., X;¢} such thatX;; C £ andX;; N X,;; = () for everyj # ;" with
1 <yj,j" <. Each groupX;; is described by a single paramepetX;;;) that corresponds
to the probability of seeing an event of any typeXn; at any timestamp within data
segments;.

Consider for example the first segment of the output segrtientan Figure 1(b) (or
Figure 1(c)) that defines segmeht= [1, 11], with length|I; | = 11. In this case the local
model M, that describes the data 8 = S [I;] partitions€ into groupsX; = {4, B}
and X, = {C} with

l'fL(A,Il)-f—TL(B,Il) 19

p(X11) = > ] = 59’
and
o TL(C,Il) - 1
p(X2) = L] 1
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The SUMMARIZATION Problem. Our overall goal is to identify the set of boundaries
on the timeline that partitio’$ into segmentgSy, ..., Sx) and within each segmef;
identify a local modelV/; that best describes the dataSn

The partitioning ofS into segment$Sy, ..., Sk) and the corresponding local models
My, ..., My constitute thesegmental groupingr summaryof S. For the rest of the dis-
cussion we use the terms summary and segmental groupimghintegeably.

In order to be able to devise algorithms for theMBWARIZATION problem we first
need to define the optimization function that best desctibe®bjective of this informal
problem definition. Our optimization function is motivatby the Minimum Description
Length(MDL) principle.

4. SEGMENTATION MODEL FOR EVENT SEQUENCES

Before formally developing our model, we first review thnimum Description Length
(MDL) principle. Then, we show how to apply this principle farmalize the SMMA -
RIZATION problem.

4.1 Minimum Description Length Principle

The MDL principle [Rissanen 1978; 1989] allows us to tramsféhe requirement of bal-
ance between over-generalizing and over-fitting into a aganal requirement.

In brief the MDL principle states the following: assume twarfiesP? and P’ that want
to communicate with each other. More specifically, assuraé fhwants to send event
sequencd to P’ using as less bits as possible. In orderfoio achieve this minimization
of communication cost, she has to select madelrom a class of modeldA, and use\/
to describe her data. Then, she can senf?’tonodel M plus the additional information
required to describe the data given the transmitted model.

Thus, partyP has to encode the mod&l and then encode the data given this model.
The quality of the selected model is evaluated based on tideuof bits required for this
overall encoding of the model and the data given the model.

MDL discourages complex models with minimal data cost antp models with large
data costs. Ittries to find a balance between these two egtreltris obvious that the MDL
principle is a generic principle and it can have multipletémgiations that are determined
by a set of modeling assumptions. It has been previouslyesgéglly applied in a variety
of settings that range from decision-tree classifiers [Medttal. 1995], genetic-sequence
modeling [Koivisto et al. 2003], patterns in sets of strifdpelainen et al. 1995] and
many more. We devote the rest of the section to describe atentiation of the MDL
principle.

4.2 The Encoding Scheme

Recall that we model event sequences using a segmentatibel that partitions the input
observation intervall, n] into contiguous, non-overlapping intervals, ..., I. There-
fore, S is split into (S4,...,Sk), whereS; = S[I;]. The data in eacl; are described
by local model);; the local model is in fact a grouping of the event types basetheir
frequency of appearance §).

L ocal encoding scheme: We start by describing the procedure that estimates the aumb
of bits required to encode the data within a single segrSgnt
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Let model)M; partition the rows ofS; (which correspond to events of all types, present
or notinsS;) into £ groupsXy, ..., X,. Each groupX; is described by a single parameter
p(X;), the probability of appearance of any event typeXn within subsequencs;.
Given theX’s, and corresponding (X;)'s for 1 < j < ¢, and assuming independence of
occurrences of events and event types giubability of dataS, given modelM; is given

by
(S‘IM‘) =

H H p n(EI) 1 p(Xj))|I|fn(E,I)

j=l1EcX;

Recall that quantity.(E, I) refers to the number of events of typethat appear in interval
1. The number of bits required to describe dataiven modell; is — log (Pr(S; | M;)).
This is because the number of bits required to encode an thadrappears with probability
qis —log(q). The more general modél; is the less specific to the data. In this case the
probability Pr(S; | M;) is small and many bits are required to further refine the deson
of S; given M.

ThereforeJocal data cosbf S; given M; is

D (S;|M;) = —logPr(S»|M') 1)

:—ZZ( (E,I)logp(X;) +

j=1 E€X;
+ (1] = n(E, 1)) log (1 = p(X)) ).

Equation (1) gives the number of bits required to describta @aS; given modeli;.

For the encoding dB; we also need to calculate the number of bits required to entiuel
model}/; itself. We call this cost (in bits) thiecal model cost Mm(1/;). In order to encode
M; we need to describe the event types associated with evempdfp (1 < j < /), and

for each groupX; we need to specify parametefX;). Sincep (X)) is a fraction with
numerator an integer ifil, n} and denominator the length of the segment. Therefore, we
can describe each one of théX;)’s usinglog n bits. This is because the denominator has
been communicated in the description of the global modelthaeciumerator is simply an
integer that takes value at most Since there aré groups we need a total dflog n bits

to encode thé differentp (X)’s. The encoding of the partitioning is slightly more tricky
first we observe that if we fix an ordering of the event typed thaonsistent with the
partitioning X1, ..., X,,* then we needn log m bits to specify the ordering antlogm

bits to identify the/ partition points on that fixed order. This is because for fixisd order
the partition points are integers in the rarigen] and thudog m bits are necessary for the
description of each partition point. Summing up these cagtget the local model cost
for M, that is

LM (M;) = llogn + £logm + mlogm. (2

LA trivial such ordering is the one that places first all therévigpes inX 1, followed by the event types iX>
and so on.
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Therefore, the total local cost in bits for describing segtr® is the number of bits re-
quired to describé&S; given model)/; and the cost of describing mod#f; itself. By
summing Equations (1) and (2) we get the valuation ofdlcal costLL, which is

Generative model: The above encoding schemes assume the following dataajemer
process; within segmef; events of different types are generated independentlye&ch
eventtypell € X;, with1 < j < ¢, an event of type® is generated at every time point
t € I independently with probability (X;).

Global Encoding Scheme: The global model is the segmental modélthat splitsS into
segmentsSy, ..., Sy; each segment is specified by its boundaries and the comdspp
local modelM;. If for every segment, the data inS; is described using the encoding
scheme described above, the only additional informati@t tleeds to be encoded for
describing the global model is the positions of the segmenindaries that define the
starting points of the segments on timeliien]. Since there are possible boundary
positions the encoding &f segment boundaries would requiréog n bits. Therefore, the
total length of the description in bits would be

k
TL(S, M) = klogn+ Y LL(S;M;),

i=1

where LL (S;, M;) is evaluated as in Equation (3).

4.3 Problem Definition Revisited
We are now ready to give the formal definition of theNBMARIZATION problem.

PROBLEM 1. (SUMMARIZATION) Given event sequenc® over observation period
[1,n] in which event types from sé&toccur, find intege: and a segmental groupingy/’
of Siinto (S4,...,Sk) and identify the best local mod#f; for eachS,; such that the total
description length

k
TL(S, M) = klogn+ » LL(S;,M,), (4)
1=1
is minimized.

Problem 1 gives the optimization function that consistdefiumber of bits required to
encode the data given the model, and the model itself. Natdlk total model cost can be
decomposed in the cost for encoding the global segmentataatel & log n plus the cost
for encoding the different local models evaluated as in Eiqng2). The cost of encoding
the data given the model is simply the summation of the loatd dosts for every segment.

We use IL* (S;) to denote the minimum value ofLL(S;, M), over all possible local
models)M;. Similarly, we use T* (S) to denote the minimum value ofLTS, M) over all
possible summaried!.

Since the definition of the optimization function is formeakled on the MDL principle,
the function is such that: (a) complex summaries are pegiliecause they over-fit the
data and (b) simple summaries are also penalized since trexygeneralize and fail to
describe the data with the desired accuracy. Moreovergusie MDL principle allows
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for a problem formulation that is parameter-free; no par@msetting is required from the
analyst who is attempting to extract knowledge from the trguent sequencs.

5. ALGORITHMS

Despite the apparent interplay between the local modekegdiand the positions of the
segment boundaries on the timeline, we can show that, inPaoblem 1 can be solved
optimally in polynomial time.

Given data segmefst; we call the problem of identifying the local model that miries
LL (S;, M;) the LoCALGROUPING problem, and we formally define it as follows.

PROBLEM 2. (LOCALGROUPING) Given sequenc8 and intervall C [1,n] find the
optimal local modelM; that minimizes the local description length ®f = S|[I] given
M;. That is, findM; such that

Mi = i LL Si,M‘/
; argmh}p (Si, M;)
= argmin (LD (S;|M}) + LM (M])).
M!

In the rest of this section we give optimal polynomial-tinigaithms for the SMMA -
RIZATION problem. We also provide alternative sub-optimal, but pcat and efficient,
algorithms for the BMMARIZATION problem.

5.1 Finding the Optimal Global Model

We first present an optimal dynamic-programming algoritlonthe SUMMARIZATION
problem. We also show that not all possible segmentatioingtefval [1, n] are candidate
solutions to the BMMARIZATION problem.

THEOREM 1. For any intervall C [1,n], letLL* (S[I]) = minp, LL (S [I], M;).
Then, Problem 1 can be solved optimally by evaluating theviahg dynamic-programming
recursion. For everyt < i < mn,

TL* (S[1,4]) = (5)
= min {TL* (S[1,4]) + LL* (S[j + 1.4])}.
1<5<i

PrROOF Recursion (5) is a standard dynamic-programming recorsiat for everyi
(1 < < n)goes through alj’s (1 < j < 4) and evaluates the quantity. T(S[1, j]) +
LL* (S[j+ 1,]). Note that T* (S[1, j]) is simply a lookup of an already computed value.
Therefore, the only additional computation that needs tddoee is the evaluation of the
second part of the summation, i.e.. (S [j + 1,4]). If that last part can be computed
optimally, then the evaluation of Recursion (5) is also m@ati. The time required for
computing T.* (S [1, n]) depends on the time required to evaluate functiafi bn every
interval. O

We call the dynamic-programming algorithm that implemdasursion (5) th&egnent - DP
algorithm. If 77, is the time required to evaluate_L (S []), then the running time of the
Segment - DP algorithm isO(n?T7,).
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Not all points on the intervdll, n] are qualified to be segment boundaries in the optimal
segmentation. In fact, only the timestamps on which an ef{efrany type) occurs are
candidate segment boundaries. The following propositiznrearizes this fact.

ProPOSITION 1. Consider event sequen&ethat spans intervall,n| and letT C
{1,2,...,n} be the set of timestamps at which events have actually aatufrhen, the
segment boundaries of the optimal segmentation model asesofT.

PROOF Let(Sy,...,S;,Si+1...,Sk) be the optimal segmentation of event sequence
Sinto £ segments. Let segmer8sandS;, 1 be such that they are defined by the following
consecutive intervalg?, ] and[xz, N]in [1,n]. Now let P, N € T andxz ¢ T'. Our proof
will be by contradiction to the optimality assumption of teegmentation. That is, we
will show that moving boundary to a new position” will reduce the cost of the output
segmentation. LeP(x) and N (z) be the first point to the left and right afthat is inT".
Thatis,z € [P(z), N(z)].

The total number of bits required for encoding the data useggnentatiofS1, ..., S;, Si+1...,Sk)
is

k
klogn+ Y LL(S;,M;).
i=1
If we useCys to represent the L of intervals that do not have as their end point, the
above function can be written as a functiorucds follows:

F (.13) CS +LL (S“ Mz) +LL (Si+17 Mi+1)
L

CS—Z Z n (B, [P(z),z])logp (X;;)

=Y > (z—Ple)—n(E,[P(z),a])log (1 —p (X))

j=1 EeX;;
Lita
-3 ). n(B [z N@))logp (Xit1);)
J=1 E€X(i41);
Lita
-3 Y (N@) -z n(B [z N@))log (1 - p (X))
J=1 EeX(it1);

In the above equatioX;; and X(;); refer to thej-th group of thei-th and (i + 1)-
th segment respectively. For every event type- £, the above function is concave with
respect taz, and therefore, functioR'(x) is also concave with respectitdas a summation
of concave functions). Therefore, the valuerdr which F(x) takes its minimum value
is eitherP(x) or N (z). Thatis, the original segmentation was not optimal, andatt can
be improved if boundary is moved to coincide with a point if.

Note that the statement about the concavityFifr) takes also into account the fact
thatp (X;;) andp (X(;41);) are also functions af. However, for the sake of clarity of
presentation we avoid presenting the full expressiof'of). The proof of concavity of
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F(x) is also trivial by a simple derivation.[

Proposition 1 offers a speedup of tBegnent - DP algorithm fromO (n*7T%.) to O (|T*T%),
where|T'| < n. That is, the evaluation of Recursion (5) does not have tchgough all
the points{1,...,n}, but rather all the points iff’, on which events actually occur. Al-
though in terms of asymptotic running time Proposition 1sloet give any speedup, in
practice, there are many real data for whigh < < n and therefore Proposition 1 becomes
extremely useful. In our experiments with real datasetsllwstrate this fact.

5.2 The G eedy Algorithm

TheG eedy algorithm is an alternative tSegnment - DP and computes a summaiy of
S in a bottom-up fashion. The algorithm starts with summé&fy, where all data points
are in their own segment. At theth step of the algorithm, we identify bounddryn M*
whose removal causes the maximum decreaseLifS[ M*). By removing boundary
we obtain summary/t+1. If no boundary that causes cost reduction exists, the isfgor
outputs summary/®.

Since there are at most— 1 boundaries candidate for removal the algorithm can have
at mostn — 1 iterations. In each iteration the boundary with the largeduction in the
total cost needs to be found. Using a heap data structuredhise done it)(1) time.

The entries of the heap at iteratierare the boundaries of summa#y?. Let these
boundaries begb,,...,b;}. Each entryb; is associated with thenpact G(b;), of its
removal fromM*. The impact ofo; is the change in T(S, M*) that is caused by the
removal ofb; from M*. The impact may be positive if(T(S, M*) is increased or negative
if the total description length is decreased. For every pbjrat iterationt the value of
G(bj) is

G(bj) = LL* (S [bjfl,bjurl — 1]) + IOgTL
—LL* (S [bj_l,bj — 1]) —logn
—LL* (S[bj,bj41 — 1]) — logn.

The positive terms in the first row of the above equation @poad to the cost of de-
scribing dataS [b;_1,b;41 — 1] after removingb; and merging segments;_,, b;] and
[bj,bj+1 — 1] into a single segment. The negative costs correspond toosteot describ-
ing the same portion of the data using the two segm@nts, b,] and[b;, b1 — 1].

Upon the removal of boundaby at iterationt, the impacts of boundariés_; andb;,
need to be updated. With the right bookkeeping this reqtiregvaluation of L* for two
different intervals per update, and th@$277,) time. In addition to that, one heap update
per iteration is required and takéXlog n) time. Therefore, the total running time of the
G eedy algorithm isO (T, nlogn). Proposition 1 can again speedup the running time of
theG eedy algorithm toO(T;|T | log |T).

5.3 Finding Optimal Local Models

In this section we show that thedCALGROUPING can also be solved optimally in poly-
nomial time using yet another dynamic-programming aldponit We call this algorithm
theLocal - DP algorithm.

The next proposition states that finding the optimal paransgt(X ;) that minimize Lb
for local modell/; that partitionsE into X1, ..., X, is simple; the value of (X;) is the
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mean of the occurrence probabilities of each event fype X ; within segment’.

PrROPOSITION 2. Consider intervall C [1,n], and local modelM; for data inS; =
S [I]. LetM; partition £ into groupsXy, ..., X,. Then, for evenX;, with1 < j </, the
value ofp (X;) that minimized. b (S;|Af;) is

P |X|Z

EcX;

III
PrROOF The contribution of every grouf; to function Lb (S;|M;) is
— > [n(E.Dlogp(X;) + (H| = n(E, 1) log (1 —p (X)) ].
EeX;

By substitutingy (X ;) with P;, the above is basically a function &%. That is,

F(Py) ==Y [n(E,D)logP;+ (| =n(E,1)log(1 - P;)].
EcX;
The first derivative off" (P;) with respect taP; is
F(R)== Y ((ED 5~ (1l -n(B.D) =)

EeX; P

In order to find the value oP; = p (X)) that minimizes ID (S;|A/;) we need to find the
value of P; for which F’ (P;) becomes equal t. By solvingF” (P;) = 0 we get that this
value is

O

The above proposition states that the optimal represgatafithe frequency of every
group is the average of the frequencies of the event typeseirgtoup. A corollary of
this proposition is the fact that the optimal grouping asssran ordering of the event
types within a segment in decreasing (or increasing) orflérer frequencies. A formal
statement of this observation is given below.

OBSERVATION 1. Consider intervall and letS; = S[I]. Without loss of generality
assume that the eventsénare ordered so that(Ey,I) > n(Es, I) > ... > n(Ep, I).
Additionally assume that the optimal local moddl, constructs? groups X1, ..., X,.
Then, we have the following: £;, € X; andE;, € X, with j, > j;, then for allE;/’s
such thatj’ € {j1 +1,...,j2 — 1} we have that;, € X;.

For the rest of this section we will assume that event types ame ordered according
to the ordering described in Observation 1. Given this ardgrwe usef(j) to denote
the event type at thg-th position of the order anél(j,1) to denote the set of event types
at positionsj,j + 1,...,1 — 1,1 on that order. Moreover, given data segm8pive use
S [4,] to denote the subset of the eventsSirthat correspond to event typeséiy, 7).

Given the ordering of the event types & (Observation 1) the following dynamic-
programming recursion computes the minimum number of bifgiired to encods;.
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LL* (S;[1,4]) = mlogm+ (6)
minlglgj {LL* (Sl []., l]) +U (SZ [l + 1,]]) + 210gm} ,
where
USi[i+1,5]) =
= - Y n(BEL)logp’
Eec&(1+1,5)
- > (l=n(BE,I)log(1 - p"),
Ec&(141,7)

and by Proposition 2* is given by

sty M
)

Themlog m term in Recursion (6) corresponds to the cost of encodingttering of
the event types if§;, while the ternR log m encodes the number of bits required to encode
the occurrence probability of any event type in the gréup+ 1, j) and the group itself.
Note that the order of the event types needs to be sent only paicsegment, while the
probability of event appearance per group and the groupnmdtion needs to be sent once
per group.

THEOREM 2. ThelLocal - DP algorithm that evaluates Recursion (6) finds the optimal
local model for the data segme®i in polynomial time.

PrROOF The proof of this theorem is a direct consequence of thelfati -dimensional
clustering can be done in polynomial time using dynamic pogning [Bellman 1961]. [

The running time of thé.ocal - DP algorithm isO (m?). For every indexj the algo-
rithm recurses over all values 6fn the intervall <[ < j. Since the largest value gfis
m, the running time of the algorithm i©(m?). This quadratic running time is under the
assumption that in a preprocessing step we can compute linesvaf the U() function for
all the combination of indiceg and!. In fact, the asymptotic terr®(m?) also contains
the hidden cost of sorting the event type<fithased on their frequency of occurrence in
S, which isO(mlogm).

Note that a proposition similar to Proposition 1 of Sectioh &n also be applied here.
Informally, this means that event types that do not occ#;inan be ignored when evalu-
ating Recursion (6).

5.4 The Local G eedy Algorithm

Similar to theGr eedy algorithm for finding the optimal segment boundarieflim| (see
Section 5.2), we give here a greedy alternative toltheal - DP algorithm that we call
theLocal Gr eedy algorithm. By using the same data structures as the oneslgesdmn
Section 5.2 the running time of theocal G eedy algorithm isO(m log m).

As theG eedy algorithm,Local Gr eedy computes the global partitioning of S;
in a bottom-up fashion. It starts with groupifg!, where each event type is allocated its
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own group. At thet-th step of the algorithm grouping ¢ is considered, and the algorithm
merges the two groups that introduce the maximum decredse (8;, M;). This merge
leads to partitionX**. If no merging that causes cost reduction exists, the algorstops
and outputs partitio .

5.5 Putting the Algorithms Together

Both Segnent - DP and Gr eedy algorithms require a function that evaluates®Lfor
different data intervals. The value ofLL can be evaluated using eitheocal - DP or
Local G eedy algorithms. This setting creates four different altewatilgorithms for
solving the ¥MMARIZATION problem; theDP- DP that combinesSegnent - DP with
Local - DP, the DP- Gr eedy that combinesSegnent - DP with Local Gr eedy, the
G eedy- DPthat combine&x eedy with Local - DP andG eedy- Gr eedy that com-
binesG eedy with Local Gr eedy. DP- DP gives the optimal solution to theUMMA -
RIZATION problem. However, all other combinations also provide kagiality results,
while at the same time they give considerable computatigme¢dups.

In terms of asymptotic running times tB®- DP algorithm require®) (n?*m?) time, the
DP- G eedy O(n?mlogm), theGr eedy- DP O(m?nlogn) and theGr eedy- Gr eedy
algorithm timeO(nm lognlogm).

6. EXTENSIONS TO OVERLAPPING SEGMENTS AND SEGMENTS SEPARATED
BY GAPS

In many cases, can be of interest to allow the segments oétiraental groupings to over-
lap or be separated by gaps — pieces of the sequence that blelowg toanysegment. We
call the segmental groupings that allow for overlappingsegtsO-segmental groupings
Similarly, we refer to the segmental groupings with gap&asegmental groupingsThe
focus of this section is on discussing the impact of thesersions to the algorithms we
discussed before.

6.1 Finding O-segmental groupings

For O-segmental groupings, we allow for a total Bfoverlap between the segments in
the output segmental grouping. In other words, there carvbdapping segments as long
as the total number of timestamps in which overlap occurisnore thanB. We call
the problem of finding the optimal O-segmental grouping veitmostB gaps as the O-
SUMMARIZATION problem. The formal definition of this problem is the followi.

PROBLEM 3. (O-SUMMARIZATION) Consider integerB and event sequencg over
observation period1,n] in which event types from sétoccur. Given these as input,
find integerk and an O-segmental groupin®y/ of S into (Si,...,Sk). The segments
(Sq1,...,Sk) are allowed to overlap in at mog? timestamps. Additionally, the best local
modelM; for each segmer8; needs to be found so that the total description length

k
TL(S, M, B) = klogn+» LL(S;,M,), 7)
i=1
is minimized.
Note that in the above problem definition we have extendedighef arguments of func-
tion TL to additionally include the integédB, i.e., the upper bound on the total number of
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overlaps are allowed in the output O-segmental groupingar®fpom that, Problem 3 is
very similar to the general@1MARIZATION problem defined in Problem 1.

Next, we give a variant of the dynamic-programming recurgiiven by Equation 5
that can provide the optimal solution to the @M&VARIZATION problem. Recall, that for
intervall C [1,n] we use LL* (S [I]) to denote the minimum value of.ll(S [I], M;), over
all possible local modelg/;. Similarly, we use T* (S, B) to denote the minimum value
of TL (S, M) over all possible summari€d that allow for at mosB overlaps between the
segments. Then, Problem 3 can be solved optimally by evatutte following dynamic-
programming recursion. For eveity< i < n and0 < by, by < B,

TL* (S[1,4]) = (8)

= min min {TL (S[1,4],b1) + LL* (S[j +1 — bg,z]))}.

Namely, from the totaB overlaps that are allowdd of them can be used for modelling
the prefix sequencB[1, j] andb, of them can be used for the last segment that, when
having no overlap, would start at timestarng 1 and end at timestamip Note that not all
B overlaps need to be used; the only constraint that at fasterlaps can appear.

If the Local - DP algorithm is used for the evaluation oLL, then TL* (S, B) can be
evaluated in timeD (n>B%m?), where B = O(n). On the other hand, if we use the
suboptimalLocal Gr eedy algorithm for the evaluation of L*, then Recursion (8) can
be evaluated i® (n”B?*mlogm) time.

6.2 Finding G-segmental groupings

In the case of G-segmental groupings, we allow for a total @faps to exist between the
segments of the segmental grouping. In other words, therdeat mostz timestamps
from the whole sequence that will not belongany segment. We call the problem of
finding the optimal G-segmental grouping with at m@ggaps as the GASMMARIZATION
problem. This problem is formally defined as follows.

PROBLEM 4. (G-SUMMARIZATION) Consider integeiG and event sequencs over
observation period1,n] in which event types from sétoccur. Given these as input,
find integerk and an G-segmental groupin®y/ of S into (Si,...,Sx). The segments
(Sq,...,Sk) are allowed to have at most gaps between them. Additionally, the best
local model); for each segmer8; needs to be found so that the total description length

k
TL(S,M,G) = klogn+ > LL(S;, M), 9)
i=1

is minimized.
As before, we have extended the list of arguments of funcliono additionally include
the integeiG3, i.e., the upper bound on the total number of gaps that aveved the output
G-segmental grouping to have. Other than this additionblero 4 is very similar to the
general YMMARIZATION problem defined in Problem 1.

Next, we give yet another variant of the dynamic-prograngm@cursion given by Equa-

tion (5) that can provide the optimal solution to the GMBVMARIZATION problem. As
before, for every interval C [1,n] we use IL* (S[I]) to denote the minimum value of
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LL (S[I], M;), over all possible local model¥/;. Similarly, we use T* (S, G) to denote
the minimum value of T (S, M) over all possible summarie¥ that allow for at mosG
gaps between the segments. Then, Problem 4 can be solvethiiptby evaluating the
following dynamic-programming recursion. For evarng i < n,

TL* (S[L,]) = (10)
- min{TL* (S[1,i—1],G—1), min (TL*(S[1,5],G) +LL* (S[j + 1,i]))}.

1<j<i

Namely, if a gap is used for modelling thieh timestamp ofS, then the G-segmental
grouping of the prefix sequen&1,7 — 1] is allowed to contain at most — 1 gaps.
Otherwise, a new segment spanning the subsequ&pce 1,i] is introduced and the
maximum number of gaps allowed in modelling subsequé&itgj] is still G.

Using theLocal - DP algorithm for evaluating L* for every segment, the evaluation
of Recursion (10) gives the optimal G-segmental groupirtiniie O (Gn*m?). Although
in practice the values ofr are expected to be much smaller tha{G << n), in the
worst case we have th& = O (n). Therefore, the asymptotic running time of the
dynamic-programming algorithm described by the abovergion isO (n®*m?). If we
useLocal Gr eedy for the evaluation of L* for every segment, then the evaluation of
Recursion (10) needs (Gn?mlogm) = O (n*mlogm) time.

7. EXPERIMENTAL EVALUATION

In this section we report our experiments on a set of syrthestid real datasets. The
main goal of the experimental evaluation is to show thatall falgorithms we developed
for the SUMMARIZATION problem (see Section 5) give high-quality results. Thawis,
show that even our non-optimal greedy-based algoritivRs Gr eedy, Gr eedy- DP and

G eedy- Gr eedy) use close to the optimal number of bits to encode the inpahtev
sequences, while producing meaningful summaries. Morethe greedy-based methods
provide enormous computational speedups compared to timeaDP- DP algorithm.

The implementations of our algorithms are in Java Versidn2l.The experiments were
conducted on a Windows XP SP 2 workstation with a 3GHz Penffymmocessor and 1
GB of RAM.

We evaluate the quality of the solutions produced by an #tyor A, by reporting
the compression raticCR(A), whereA is any of the algorithmsDP- DP, DP- Gr eedy,

G eedy- DP andGr eedy- Gr eedy. If M4 is the summary picked by algorithr as a
solution to the MMARIZATION problem with inputS, then, we define the compression
ratio of algorithmA to be

TL (S7 MA)

CRA) = 1 (S, Munt)’

(11)

SummaryMnit is the model that describes every event®eeparately; such a model
hasn segment boundaries (one segment per timestamp)ragdoups per segment and
it corresponds to the model where no summarization is dogede®inition, compression
ratio takes values if0, 1]; the smaller the value of GRl) the better the compression
achieved by algorithmt.
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Fig. 2. Synthetic datasetsx = 1000, m = 20, k = 10; x-axis: noise levellV € {0.01, 0.02, 0.04,
0.08,0.1,0.2, 0.3, 0.4, 0.5}, y-axis: compression ratio for algorithn¥- DP, DP- G- eedy, G eedy- DP and
G eedy- G eedy.

7.1 Experiments on Synthetic Data

In this section we give experiments on synthetic datasete gbal of these experiments
is threefold. First to demonstrate that our algorithms finel torrect model used for the
data generation; second to show that they significantly cesgathe input datasets; third
to show that the greedy alternatives, though not provabtimad perform as well as the
optimal DP- DP algorithm in practice.
The datasets: We generate synthetic datasets as follows: we firstfithe length of the
observation periodn, the number of different event types that appear in the sezpiend
k, the number of segments that we atrtificially “plant” in thengeated event sequence. In
addition to{0} and{n + 1} we select: — 1 other unique segment boundaries at random
from points{2,...,n}. These boundaries define thesegments. Within each segment
I; = [b;, bi+1) we randomly pick the number of groups to be formed. Each suwiygX;;,
is characterized by paramete(.X;;), that corresponds to the probability of occurrence of
each event type itk;; in segmentl;. The values op (X;;) are normally distributed in
[0, 1].

Parametell” is used to control the noise level of the generated eventesegu When
V =0, for every segmeni; and everyX;; in I;, events of any typ& < X;; are generated
independently at every timestamg I; with probabilityp (X;;). For noise leveld” > 0,
any event of type” € X;; is generated at each poine /; with probability sampled from
the normal distributiooV (p (X; ;) , V).
Accuracy of the algorithms: Figure 2 shows the compression ratio of the four different
algorithms DP- DP, DP- Gr eedy, G- eedy- DP andG eedy- Gr eedy) as a function of
the increasing noise levél that takes values if0.01,0.5]. For this experiment we fix
n = 1000, k = 10 andm = |€| = 20. In addition to our four algorithms, we also show
the compression ratio of tlggound-truthmodel GT). This is the model that has been used
in the data-generation process. From Figure 2 we observaliffaur algorithms provide
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Fig. 3. Synthetic datasets: = 1000, V' = 0.04, k = 10; x-axis: number of event types € {2, 4, 8, 16, 32,
64, 128}, y-axis: compression ratio for algorithni¥- DP, DP- Gr eedy, G eedy- DPandG eedy- G eedy.

summaries with small CR values, close7%.?> Furthermore, this compression ratio is
very close the compression ratio achieved by the grounti-tnodel. In fact for high
noise levels¥ = 0.3,0.4,0.5) the CR achieved by our algorithmshstterthan the CR of
the ground-truth model. This is because for high noise &ubke data-generation model
is less likely to be the optimal model to describe the dataer@; even the greedy-based
algorithms exhibit performance almost identical to thef@enance of the optimdDP- DP
algorithm in terms of the number of bits required to encodedata.

Figure 3, shows the compression ratio of our algorithms asatfon of the number of
event typesn that appear in the sequence. For this experiment, wewatty take values
{2, 4, 8, 16, 32, 128} and fix the rest of the parameters of the data-generatiorepsom
n = 1000, k = 10 andV = 0.04. As in the previous experiment, we can observe that the
compression ratio achieved by our algorithms is almosttidahto the compression ratio
achieved by the corresponding ground-truth model. Funtioee, we can observe that all
our algorithms exhibit the same compression ratio and tlnsbe used interchangeably.
Notice that as the number of event types increases, the @ssipn ratio achieved by both
the ground-truth model as well as the models discovered bglgorithms decreases, i.e.,
better summaries are found when compared to the raw datas iJiecause the more
event types appear in the data, the more local patterns éneyrevhich are discovered by
our summarization methoda/,,i on the other hand, is oblivious to the existence of local
groupings. As a result, for large number of event types theodenator in Equation 11
grows much faster than the numerator.

Increasing the number of event types also increases tHatoteber of events appearing
in the sequence, and thus leads to higher running timesrd-i{a) shows the total number
of events in the generated sequence as a function of the marindiéferent event types, and
Figure 4(b) shows the actual running times (in millisecqrd®ur algorithms as a function
of the different event types (and consequently as a functiahe actual number of events

2Recall that the smaller the value of CR the better the summranguced by an algorithm.
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Fig. 4. Performance measurements - synthetic datasets1000, £ = 10, V = 0.04 and
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occurring in the generated sequence). The figures illestteg significant performance
advantage of the greedy-based methods over the dynangecagmnming based methods.

7.2 Experiments with Real Datasets

In this section we further illustrate the utility of our algihms in a real-life scenario.
By using event logs managed by Windows XP we show again thdowl algorithms
considerably compress the data and that they produce éepiivaand intuitive models for

the input sequences.

The real datasets consist of tagplication log, thesecurity log and thesystem log dis-
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played by the Windows XP Event Viewer on our machid&heapplication log contains
events logged by application programs. ®eeurity log records events such as valid and
invalid logon attempts, as well as events related to usagesolurces. Finally, theystem
log contains events logged by Windows XP system component$ @&seof the three log
files we use stores log records with the following fieldBvént _Type, Dat e, Ti ne,
Sour ce, Cat egory, Event , User, Conput er). We exported each one of the three
log files into a separate file and processed them individually

Our application log spans a period from June 2007 to November 2007 stoerity
log the period from May 2007 to November 2007 and #ystem log the period from
November 2005 to November 2007. For all these files we consitléhe logged events
found on our computer, without any modification.

application security system
Observation Period 06/07-11/07 05/07 - 11/07 11/05-11/07
Observation Period (millisecs)  12,313,576,000 14,5590 61,979,383,000
Number of events (N) 2673 7548 6579
Number of event types (m) 45 11 64
RUNNING TIMES (secs)
DP- DP 3252 2185 34691
CP- Gr eedy 976 2373 8310
G eedy- DP 18 1 91
G eedy- Gr eedy 7 1 24
COMPRESSIONRATIO CR(A)
DP- DP 0.04 0.32 0.03
DP- Gr eedy 0.04 0.32 0.03
G eedy- DP 0.04 0.34 0.03
G eedy- G eedy 0.04 0.33 0.03

Table I. Experiments with real datasets

Considering as event types the unique combinationBvent _Type, Sour ce and
Event and as timestamps of events the combinatiobaf e and Ti ne, we get the
datasets with characteristics described in Table | (upag).pNote that the system records
the events at a millisecond granularity level. Therefohe &ctual length of the time-
lines () for the application, security andsystem logs aren = 12,313,576,000, n =
14,559,274,000 andn = 61,979, 383,000 respectively. However, this fact does not
affect the performance of our algorithms which by Propositl only depends on the num-
ber of unique timestamp¥ on which events actually occur; the valuesoffor the three
datasets are a¥ = 2673, N = 7548 and N = 6579 respectively.

Elapse times for the computations are reported in secontialite I. For example, the
elapse time for théP- DP method with the system dataset is roughly 10 hours; which
makes this method impractical for large datasets contgiaitarge number of event types.
We see that thé&r eedy- Gr eedy algorithm ran in24 seconds for the same dataset.

Finally, the compression ratio (CR) achieved for the thratasets by the four different
algorithms are also reported in Table I. The results indithat the greedy-based methods

3We use the default Windows configuration for logging, so kindatasets exist on all Windows machines.
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produce as good summaries as the optiDRd DP algorithm. Therefore, the results of
Table | further illustrate that despite the optimality oétholutions produced biyP- DP,
the latter algorithm can prove impractical for very largeéadets. Greedy-based algorithms
on the other hand, give almost as accurate and condensedasigaand are much more
efficient in practice.

2007/06/20 2007/06/23 2007/06/26 2007/11/09

(a) DP- DP algorithm

Q
2007/06/20 2007/06/23 2007/06/26 2007/11/09

(b) DP- G eedy algorithm

2007/06/20 2007/06/23 2007/06/26 2007/11/09

(c) Gr eedy- DP algorithm

45

3

Q
2007/06/20 2007/06/25 2007/06/26 2007/11/09

(d) Gr eedy- G eedy algorithm

Fig. 5. Output segmental groupings of different algorithiorsthe application log data.
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DP-DP

(a) DP- DP algorithm

DP-Greedy

(b) DP- G eedy algorithm

Greedy-DP

(c) Gr eedy- DP algorithm

Greedy-Greedy

(d) Gr eedy- G eedy algorithm

Fig. 6.  Output segmental groupings of different algoritHimsthe system log data.

Structural similarity of the results. We have observed that all our algorithms achieve
almost identical compression ratios for the same data. Arabtjuestion to ask is whether
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the actual models they output are atgnucturallysimilar. In other words, do the reported
segmental groupings have the same segment boundaries atldeagroups within the
reported segments similar?

The goal of Figures 5 and 6 is to answer this question in amafive way. These two
figures visualize the output segmental groupings reponeddorithmsDP- DP, DP- Gr eedy,
Greedy- DPandGr eedy- Gr eedy (Figures 5(a) and 6(a), 5(b) and 6(b), 5(c) and 6(c),
5(d) and 6(d) respectively) for thepplication log and thesystem log datasets.

Each subfigure corresponds to the output of a different dtgorand should be in-
terpreted as follows: the x-axis corresponds to the tineethrat is segmented, with the
vertical lines defining the segment boundaries on the timelWithin each segment, dif-
ferent groups of event types are represented by differelore@darker colors represent
groups that have higher probability of occurrence withiregreent). The vertical length
of each group is proportional to its size. The main concluglmat can be drawn from
Figures 5 and 6 is that the output segmental groupind®efDP andDP- Gr eedy algo-
rithms are almost identical, and the output of all four aitfons are very close to each
other. The apparent similarity is that all segmentationgeha large segment in the be-
ginning of the observation period and an even larger segogvards its end. In these
segments the same number of groups are observed. In theadhieat is in-between these
two large segments, the outputsoP- DP, DP- Gr eedy andG eedy- DP exhibit very
similar structure, by identifying almost identical segrhboundaries. Seemingly differ-
ent are the boundaries found & eedy- Gr eedy algorithm. However, a closer look
shows that these latter boundaries are not far from the kemigslidentified by the other
three algorithmsr eedy- G- eedy in fact identified boundary positions very close to the
boundary positions identified by the other three algorithBisce theGr eedy- G- eedy
algorithm is constrained to first choose boundaries betvimemediate neighbors before
choosing larger boundaries, it overlooks intervals of pown a timeline which together
exhibit better segmentation than intervals formed froml@spg immediate neighbors.

In fact, we have further looked at the segmental groupingpuilby the algorithms
and judged their practical utility. For example, in the segwal grouping depicted in
Figure 5(a) we noticed that the most frequent event typesraog in the first segment
correspond to DB2-errofsOn the other hand, the most frequent group of event types oc-
curring in the last segment correspond to DB-2 and othertgbevarnings. Moreover, the
segments that appear to be free of occurrences of the nyagdrtvent types, correspond
to segments where only few events occur; the type of thesg®saggest that security up-
dates were happening in the system during these time ingerV7ae goal of this anecdote
is mostly to highlight the fact that segmental groupingewlthe system administrator to
explore the available data without getting overwhelmedby i

8. THE EVENTSUMMARIZER SYSTEM

In this section, we present a tool calledENTSUMMARIZER [Kiernan and Terzi 2009]
that exploits the algorithms given in this paper and whichsustuitive visual metaphors
to render the segmentation found by the algorithms alonly thigir local associations.

4DB-2 is the DataBase Management System (DBMS) used at IBM.
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8.1 System architecture

The system is written in Java and runs on top of any RDBMS tinalDBC. Using the
Graphical User Interface (GUI), the user cdoad the data andummarizat. The data
is retrieved into memory using SQL queries. The summaozatask is performed on the
retrieved data. The user specifies thenmary attributeand thesummarization algorithm
used to produce the segmental grouping. The summary adr#hould define a timeline
and is of type i nest anp.

Once the segmental grouping of the input sequence is cohghteresults are presented
to the user. They include both the segmentation of the inmé&line into intervals and
the description of the groups within every segment. Detailghe display of segmental
groupings is given in the next section.

8.2 EVENTSUMMARIZER Functionality

In this section, we presentMENTSUMMARIZER’s functionality and illustrate it's usage.
The dataset we use for this purpose is gigtem log file that was described earlier in
Section 7.2.

In the example we will present in the rest of this section, wigqzt thesystem table on
attributesEvent andTS. SinceTS s of type timestamp, we use it as a summary attribute.
As mentioned earlier, the timestamps appearind $1span the period from November
2005 to November 2007.

Figure 7 shows EENTSUMMARIZER’S graphical interface. The same figure also shows
the part of the interface that allows the user to select tha tta summarization using

SQL miinrine  Tha raciilt fiinlace Af thAa AniAang fin thic AmehArt AviAant te fr om

syst

| £/ EventSummarizer g@

File Edit Database Algorithm Help

EICIENENCED

classical SQL-queries interface ‘

select event, ts from system

fetch|

EVENT TS

7035
7036
6006
6005
6009
30

4201
7035
7036
7035 2005-11-22 02:10:43.0
7036 2005-11-2202:1044.0

EGELS AANE 44 AT AT ANEA A

Mo

L4l

Fig. 7. Data selection in EENTSUMMARIZER using standard SQL queries

Once the selected data is fetched, the user can then sunenitarizhe summarization
algorithm is selected on the menu bar ofENTSUMMARIZER. The actual summarization
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| £ EventSummarizer Q@

Eile Edit Database Algorithm Help

[nj=a]s =m|7]
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fetch

(0051122 02:07.47 010 20071108 1037-230 af— observation period result of

HI-H.|_|_‘IH_|_Dmouseclick

EVENT TS [T onTS
7036 2005 =22 0223320 " [=
7035 2005-11-22 02:37:50.0 = tuoles f
EBED . uples from
6008 segment 1
7005 2005-11-22 05:34:22.0
7035 2005-11-22 05:34:22.0
7036 2005-11-22 05:34:22.0
115 2005-11-22 05:34:23.0
1002 2005-11-22 05:35:20.0
|5005 2005-11-22 05:35:20.0 les f
5008 2005-11-22 05:35:20.0 tuples from
30 2005-11-22 05:35:21.0 segment 2
1001 2005-11-22 05:35:24.0
4201 2005-11-22 05:35:24.0
7008 2005-11-22 05:37:09.0
7035 2005-11-22 05:37:09.0 -
| £/ EventSummarizer Q@
File Edit Database Algorithm Help
[Dl=/as]= el
select event, ts from system
fetch
result of
[2005-11-22 02:07:47.0 to 2007-11-08 10:37:30.0] mouseclick
|11 N | | | I | DN | N || DN || DN onthe last
segment
Key Count Group |
[7036] 376 1= roup # 1
[7035] 208 2 group
5] 150 2|
@ 150 2 group #2
13 149 2 |
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[32] 35 3 group # 3
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[1111] 19 4
[6005] 10 4
[1608] 10 [l ‘
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[26] [ 5
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(b) Grouping of event types within a segment

Fig. 8. BEVENTSUMMARIZER functionality: Figure 8(a) shows the visualization of the
segmentation output byMENTSUMMARIZER and Figure 8(b) shows the grouping of event
types within a selected segment.

task can be performed after the data and the algorithm hase belected. Figure 8(a)
shows the segmentation of the input timeline that is prodasea result of summarization
using the (summary) attribuf€S. The specification of the summary attribute is done by
a simple mouseclick on the attribute’s name as it appeart®mendered data. The bar
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shows the partition of the input data’s timeline. The actggments correspond the black-
colored segments. Here, there are five relatively largeniate and thirteen smaller ones.
The original input data is still shown in the lowest part of gcreen. However, the tuples
are ordered off'S and then colored according to the segment they belong to.

Figure 8(b) shows the actual grouping of the tuples withimgle (in this case the last)
segment. The segment is selected by performing a simpleeunbcison it. The grouping
of the event types within this interval is rendered belowgbgmentation bar and displayed
as a table. The first attribute of this new table is Keg attribute and it corresponds to
the event type. The second attribute is @eunt attribute and it shows for every event
type the number of its occurrences within the examined timberval. The last attribute,
Gr oup, takes integer values that denote the group-id to which iffiereint event types
belong. Local associations are identified by event typesrghthe same group-Id. In the
illustrated example, group # 1 contains just a single ewgme,tgroup # 2 contains four
event types and so on. Notice that event types that belorfgeisdme group have similar
occurrence counts within the interval.

9. CONCLUSIONS

We proposed a framework and an algorithmic solution to thebl@m of summarizing
large event sequences that represent activities of systachindividuals over time. Our
framework is based on building segmental groupings of tha.dA segmental grouping
splits the timeline into segments; within each segmentwvaidifferent types are grouped
based on their frequency of occurrence in the segment. Quoaph is based on the MDL
principle that allows us to build summaries that are shodt arcurately describe the data
without over-fitting.

We have presented EventSummarizer, a tool for summariaigg levent sequences that
exploits the algorithms given in this paper. We have creatgaal metaphors to render the
segmentations found by the algorithms and designed mdickehtteractions to explore
individual segments with their local associations. Thioufystrations, we showed that
EventSummarizer is easy to use and gives easy-to-integwelts.

Our contribution is in the definition of the segmental growgs as a model for summa-
rizing event sequences. This model when combined with thé ldihciple allowed us to
naturally transform the event-sequence summarizatiobleno to a concrete optimization
problem. We showed that this problem can be solved optinialpolynomial time using
a combination of two dynamic-programming algorithms. Rarmore, we designed and
experimented with greedy algorithms for the same problenesg algorithms, though not
provably optimal, are extremely efficient and in practiceeghigh-quality results. All our
algorithms are parameter free and when used in practicaipeocheaningful summaries.
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