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Abstract

In this paper we describe the design and implementation
of workflow management applications on top of Notes Re-
lease 4. We elaborate on various design issues for Notes
workflow applications and introduce Notes Release 4’s na-
tive workflow concepts like agents, events, macros, Lotus-
Script, OLE2 capabilities, and doclinks, which make Notes
a powerful workflow tool. The idea of the paper is the use
of the Workflow Reference Model of the Workflow Manage-
ment Coalition [7] to define structured workflows, and exe-
cute these workflows through the exploitation of Notes Re-
lease 4’s native workflow concepts.

1. Introduction

Workflow management is currently a hot topic in indus-
try and research. More and more products come out claim-
ing workflow management functionality, and customers
ask their vendors for this emerging technology. Accord-
ing to recent market forecasts the revenues for pure work-
flow engines will exceed $1 billion in the next couple
of years. Groupware as the overall technology includes
workflow management apart from many other features, al-
though groupware systems mostly only bundle some basic
workflow capabilities which can be used to process work-
flows. This makes it very hard to compare different group-
ware/workflow products and for this reason the definition
of a common Workflow Reference Model by the Work-
flow Management Coalition (WfMC) enjoys growing in-
terest in industry [7]. The reasons for different definitions
of workflow are primarily due to the different origins of
the various products. Document and image processing,
smart e-mail systems, forms packages, and data sharing
systems are typical origins of various. workflow manage-

ment systems [9]. From an application type rather than-

legacy product type point of view, workflow applications
can be classified into production, collaborative, administra-
tive, and ad hoc workflow [23]. Production workflow ap-
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plications are characterized by transactional features and
are targeted by high end workflow management systems
like FileNet/Workflo [6], IBM/FlowMark [10], Staffware,
XSoft/InConcert [22, 1] and many others. Collaborative,
administrative and ad hoc workflow applications instead re-
quire flexible workflow management environments and de-
pend on built-in database and communication infrastruc-
ture. This type of integrated workflow management func-
tionality is best provided by groupware systems like Lotus
Notes [21]. Whereas the classification into the four work-
flow application types is useful from a structural point of
view, the classification of real applications is fuzzy, and
rather represents a continuum as opposed to a strict sepa-
ration. Different workflow management systems specialize
on different parts of the continuum.

Notes has an integrated database and communication ar-
chitecture. The Notes client serves as a single desktop user
interface for various kinds of end-user applications. Notes
also provides the basic infrastructure to coordinate, track
and manage business processes, and share data in a dis-
tributed environment. Notes is able to support the end user
in receiving work, e.g., in the form of a document, and act-
ing on it. The system might automate certain steps and per-
form the routing of the work to the next steps. From this
perspective, Notes can be used for a broad range of work-
flow applications. Typical Notes workflow applications are

“ inquiry tracking at help desks, bug tracking, and travel au-
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thorization request applications [20].

Workflow management systems like Action Technolo-
gies/WorkManager [16, 2], WorkFlow Inc./FlowMaker,
Pavone/GroupFlow [17, 15), and many others [12], have
been built on top of Notes. These systems have their own
workflow model and they are currently based on Lotus
Notes Release 3 technology.

The main idea of this paper is the use of the WIMC work-
flow model to define structured workflows and the perfor-
mance of these workflows through the exploitation of Notes
Release 4 features. IBM’s FDL (FlowMark Definition Lan-
guage [8]) which is WIMC compliant was chosen as a con-
crete WIMC workflow model implementation for prototyp-



ing purposes. The WfMC workflow model provides an ad-
ditional development concept for building and generating
workflow applications on top of Notes. The higher level
of functionality provided in this fashion should help reduce
the work required on the part of the developer for producing
structured Notes workflow applications.

The rest of the paper is organized as follows. In the next
section, we describe a travel request workflow sample appli-
cation and identify the required functionality to process the
workflow. In section 3, we introduce Notes’ native work-
flow concepts which can be exploited for workflow process-
ing. In section 4, we model the workflow sample applica-
tion in FDL and describe a FDL/Lotus Notes Builder, which
makes use of Notes’ native workflow concepts. Section 5
summarizes the paper and outlines possible improvements
of the pursued approach.

2. Sample Workflow

The definition of workflows roughly involves the def-
inition of (1) data representing the “work”, (2) people in
an organizational model performing the work, (3) applica-
tions employed by the users to execute the work, and (4)
the routing of work from work step to work step. In this
section, we will first introduce a sample workflow applica-
tion and then associate the application with the above intro-
duced four workflow elements in order to envision a high
level workflow definition.

The sample workflow is a typical Notes travel request
application as described in [20, 21]. An employee fills out
a travel request form with the travel information and sub-
mits the request to the manager for approval. The man-
ager reviews the request and either rejects the request and
sends it back to the employee or approves the request and
the approved request is sent to the travel bureau. If the trip
amount exceeds a certain limit, the manager’s approval ad-
ditionally needs to be confirmed by the manager’s manager
or by somebody else.

The contents of the travel request form constitute the
workflow data which is stored as a document in a database.
A workflow is created by the travel requestor who fills out
a travel request form, creating a Notes document. With the
submission of the travel request, the Notes workflow ap-
plication resolves the travel requestor’s manager and routes
the work to that manager. Routing can either mean moving
or copying the travel request data to the manager or send-
ing a notification about the travel request to the manager
along with a “link” to the travel request data. The pros and
cons of moving, copying, or linking the travel request data
will be discussed later under the terms “send” and “share

* Even though we refer to specific IBM and Lotus Notes products in
this paper, no conclusions should be drawn about future IBM product plans
based on this paper’s contents. The opinions expressed here are our own.
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model”. The manager acts upon the request using a travel
approval form and the workflow management system routes
the workflow to the next step depending on the manager’s
decision.

For the implementation of the above described sample
workflow, we need to have a data store for the travel request
data, a description of the organizational model to look up
the manager information, an interface to perform the work
steps, i.e. fill out and submit the travel request form, re-
view and decide on the request or launch an application to
perform a budget analysis program, etc., and of course a
workflow navigator which routes the work from work step
to work step. Additional workflow components are required
to support an audit trail, perform periodic notifications for
delayed requests, etc.

3. Workflow Concepts in Notes

Notes has a document oriented data model for compound
multimedia documents, and a Notes application roughly
consists of forms, views, and documents. Documents are
stored in Notes databases, views are used to list the docu-
ments, and forms are the interfaces to edit the documents.
Forms can contain formulae, macros, and agents. The Notes
design elements are stored along with the documents in
Notes databases.

Notes provides many features to easily manage work-
flow applications. In this section we introduce these fea-
tures, in particular we focus on the Notes Release 4 fea-
tures [11, 13, 14]. We introduce the features in the order of
how they can potentially be exploited for the implementa-
tion of workflow applications. Agents and LotusScript will
be used for routing and possibly work step implementations,
the Notes OLE2 support can be exploited for desktop appli-
cation integration, Notes documents and databases serve as
an application data store in a distributed environment, and
the Notes address book can be used for the organizational
model.

3.1 Agents and LotusScript

Notes supports agents, which automatically fire on the
occurrence of certain events and perform specified tasks.
Agents may be event-driven, are stored in the database, and.
run in the context of a database, i.c., either on the client or
server side. In this capacity, they are quite similar to triggers
in active database systems. The Notes agent builder sup-
ports users in creating agents using a GUIL Each agent has
a name and consists of three components: (1) when to run,
(2) which documents to act on, and (3) what to do (see Fig-
ure 1), An agent starts when a certain event occurs, queries
documents from the database, and performs an action on the
qualified documents. From this perspective, agents can be



exploited for various purposes. They can be used to imple-
ment the routing of workflows, send periodic notifications
to users about outstanding or delayed actions, send mail,
lookup information in databases, perform document main-
tenance tasks, disseminate information quickly and perform
all kinds of periodic or non-periodic routine tasks.

AgumrBuH(rjcl - Untiled N

Figure 1. Notes Agent Builder

Notes supports the following options with regard to
agent executions: (1) manually-activated by the user from
the Notes client action menu or the agents window, (2)
change-activated agents, which are invoked when new mail
arrives, a document has been modified in the database or
pasted, and (3) time-scheduled agents (hour, day, week,
month). In addition, agents may be directly executed from
actions, macros, and LotusScript programs.

Depending on the event which fires an agent, various
document selection criteria apply. These criteria are deter-
mined by the search space and the search condition. In the
case of a manually-activated agent, the documents in the
search space can be the full database, all new or modified
documents since the last run of the agent, or unread doc-
uments, all documents or selected documents in an open
view, or the current document. For change-activated agents,
the changed or newly arrived documents are in the search
space, and for time-scheduled agents, all documents that
are new or modified since the last run constitute the search
space. In addition to the above search space, the Notes
search builder can be used to further qualify the documents
in the search space by defining predicates or conditions
which are applied on the documents. Search conditions
can be simple expressions on the author, date, or any other
fields, multiple fields on a form or words and phrases.

The action part of an agent can be (1) simple actions,
(2) a formula or (3) a LotusScript program. Simple actions
are actions to manage and modify documents, send docu-
ments, execute @function formulae, or run other LotusS-
cript agents (i.e., agents without a “which document” part).
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The “run agent” action allows to nest agents within other
agents with the semantic that the main agent completes its
search and action first, and then passes that information on
to the secondary agent. @function formulae require knowl-
edge of the Notes @function language. Simple actions can
combine @functions and LotusScript programs.

LotusScript is an object-oriented Visual Basic-like lan-
guage. It runs on multiple platforms, comes with its own
development environment, and has customized functions
for Notes products. It provides Notes object class libraries,
script-level access to Notes object classes, OLE2 automa-
tion support and an integrated development environment to
develop and debug scripts. The object class libraries include
UI classes, Back-End classes like sessions and databases,
and ODBC classes. The script-level access to the Notes ob-
ject classes allows the development of scripts which can be
used by user actions or by agents. The LotusScript objects
can run as OLE2 automation servers that can be called from
Visual Basic. LotusScript programs can also call OLE cus-
tom controls (OCXs [18, 19]).

In addition to the events used to build agents, Notes
also supports user-defined events, which allow one server
add-in task to notify another add-in task that something
has happened. User-defined events are used in a pro-
ducer/consumer manner of processing: an event producer
raises an event by placing it on an event queue, whereas an
event consumer removes the event from the event queue,
acting on it as appropriate. Additionally, Notes supports
an extension manager, which allows an application DLL to
register a callback routine that will be called before or/and
after Notes performs selected internal operations. These in-
ternal operations act as events in this way.

With the support for events being available in various
forms and LotusScript being a powerful development envi-
ronment, Notes provides a rich infrastructure to implement
the routing as well as application invocation in workflows.

3.2 Forms, OLE2, Notes/FX, and NotesFlow

Notes forms are an integral part of a Notes applica-
tion. Forms are used to display and edit Notes documents.
For workflow applications, where documents are routed
to many different users (with different access privileges),
Notes supports collapsible sections in forms that automat-
ically expand or collapse depending upon the user. As a
document travels through its workflow, the document can
expand and collapse depending upon the current workflow
participant and/or the workflow state.

Notes embraces OLE2 and takes a major step towards
application integration [24, 4]. The integration of workflow
with existing applications is an important property of work-
flow management systems. It is required for interoperability
on control level as well as for data exchange on data level.



Notes documents can also serve as OLE?2 object containers.
This is of particular interest as the workflow data created by
any kind of interoperable application (e.g., OLE2-enabled
application) can be stored as OLE2 objects in Notes doc-
uments and databases. Notes/FX (Field eXchange) can be
used for bi-directional exchange of data between the con-
tents of embedded OLE2 objects in a document and fields
in the document. The fields can in turn be used to build in-
dexes and views on these values and for supporting queries
against the contents of embedded OLE2 objects in Notes
databases. They can also be used in expressions. For exam-
ple, depending on the value of the travel request, the request
can be automatically rejected or approved.

OLE?2 applications can be seamlessly used and launched
from Notes documents through in-place activation. OLE
automation allows the invocation of OLE automation
servers from Notes applications, specifically from LotusS-
cript programs. A WordPro document, which was received
by an end user as part of a workflow, can easily be edited
through in-place activation of WordPro. Notes also sup-
ports so-called “stopping points” between launching the
OLE server and handing control over to the server. This
can be exploited in various scenarios in particular to trans-
fer workflow data to the OLE server. ‘

NotesFlow presents the user an action bar with “push
buttons” in a non-scrollable area of a Notes Form. The
action bars can also be handed over to OLE2 applications,
which are NotesFlow-enabled, to appear in the menus of
an application. The actions implemented in the buttons or
menus can typically range from simple actions (e.g., close
document) to field changes in the document (e.g., approve
travel request) and the launching of LotusScript or external
applications. These action bars can be used to launch exter-
nal applications or present workflow routing alternatives to
the end user, e.g., reject or approve a travel request.

3.3 Notes Database and DocLinks

Notes has its own database with its own document-
oriented data model. Notes supports authorization, authen-
tication, RSA-based encryption as well as digital signa-
tures. Signatures are of particular importance for workflows
in banks and insurance companies. The Notes database
is accessible through its client as well as a C/C++ Notes
API, its macro language (@DBfunctions), LotusScript ob-
ject classes, and NotesSQL, an ODBC-based driver for Lo-
tus Notes to allow SQL access to Notes databases. Exter-
nal data sources are accessible through ODBC-based Lo-
tusScript Data Object and Data Access Tools. The Notes
database is accessible in a client/server environment and can
be replicated in a distributed environment. Replication can
in particular be exploited for workflow management in mo-
bile environments. The performance of replication was en-
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hanced in Release 4 through field-level replication and other
Notes server modifications (e.g., multithreaded replicators).

Notes supports view and database links as well as do-
clinks. Doclinks are links referring to other documents
which do not need to be in the same database as the doc-
ument containing the doclink. Release 4 also provides an
OLE link server, which allows OLE container applications
to make doclinks.

Considering doclinks and the requirement of passing
around workflow data, Notes supports two fundamentally
different concepts for the passing of work from one work
step to the next: send model and share model. The two con-
cepts roughly correspond to what is known in programming
languages as “call by value” and “call by reference”. In the
send model, the entire self-contained workflow document is
sent to the next step in a workflow. The sending of the doc-
ument can happen through “@Mailsend” in action buttons,
field formulae, macros, or SmartIcons. In the share model, a
central Notes database stores the workflow documents and
only messages with doclinks to the documents are sent to
the participants of a workflow. The documents themselves
are not physically routed. Both approaches, send and share
model, have their advantages and disadvantages. The send
model is good for disconnected operations where no di-
rect access to a central database is required. On the other
hand, no sub-workflows can be spawned, the workflow can
involve only one document, and the document must con-
tain all the workflow data including the workflow logic.
In the share model, as commonly implemented, all partici-
pants have to have direct access to the required database (or
replica copies of it) in order to perform work steps. With di-
rect access, documents which are stored in other databases
can easily be incorporated, the workflow can contain sub-
workflows and involve multiple documents.

3.4 Address Book

Notes supports a Name and Address database, which can
be exploited for addressing messages. A company-wide ad-
dress book contains a document for each employee, includ-
ing the employee’s name, address, and other information.
The address book can be looked-up in the Notes mail en-
vironment as well as in Notes applications, e.g., through
macros. The usefulness of the address book for workflow
management and in particular role resolution is limited in
the default Notes configuration as it contains only the name
of the participant of a workflow but not the organizational
model. Information like the name of an employee’s man-
ager is not part of the database. On the other hand, the
address book is user-extendible and contains some organi-
zational options, which can be exploited to provide some
additional functionality.



4. Implementing Workflow with Notes

In this section, we show the use of Notes to implement
workflow applications. As Notes does not provide a work-
flow modeling tool, we use the FlowMark buildtime client
to design workflows. We extend the FlowMark FDL com-
piler with a FDL/Lotus Notes build component in order to
generate Notes workflow applications.

4.1 Modeling Workflows with FDL

Figure 2 shows a graphical representation of the sam-
ple workflow application of section 2, as modeled with the
graphical FlowMark buildtime client. The figure shows
nodes and two types of arcs. The nodes are called activi-
ties and represent the work steps of a workflow. Depend-
ing on the level of abstraction, FDL distinguishes between
program activities (single work step), process activities (re-
fined by a whole workflow), and block activities (a group
of activities to build repeating blocks). Various properties
are set for each activity: start/exit conditions, role resolu-
tion, data mapping, as well as the associated application
program. The solid arcs in the graph with annotated transi-
tion conditions specify the control flow, and the dashed arcs
the data flow between activities. The whole graph is called
a process model with a data source and a data sink. As
FDL does not directly support a loop construct, the original
travel request workflow specification was slightly modified.
If a travel request is rejected by the approver, the request
does not directly go back to the requestor, but is routed to a
notification work step. Block activities to simulate the loop
back were not used for simplicity of presentation.

Figure 2. FlowMark Builtime Client

The graphical workflow definition can as well be im-
ported from FDL or exported to FDL. The following FDL
excerpt in Figure 3 shows the FDL definition of the travel
request sample application. The FDL program contains the
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data structure definitions for the data flow, the organiza-
tional model, the program descriptions, and the process def-
initions. The process definition includes the activity defini-
tions as well as the definition of the control and data flow
(see [8] for a detailed description of FDL).

STRUCTURE vaelkequesl
Requeslor "Travelerinformation’;
Teip’  : “TripInformation’;
'Decision’ : STRING;

END ‘Trachchucst

STRUCTURE ’Travelerinformation”
END *TravelerInformation’

ROLE ‘M'énnger‘
END 'Manager’

PROGRAM vaelRequeleom\Ednor ( 'TravelRequest’, *TravelRequest’ )
TCPIP ADDRESS *SPIRIT

END vaelRoquestFonnEdlmr
PROCESS "TravelRequest’ ( "Default Data Structure’, *Default Data Structure’ )

PROGRAM_ACTIVITY anclApproval (’TravelRequest’, "TravelRequest’ }
PROGRAM *TravelRequestFormEditor”

END TtavelApprcval

CONTROL NAME "Submit’ FROM "TravelR TO T
CONTRT?L;U\ME Approve FROM 'TuvelApprovaI TO TravelBumau
ecision = "
CONTROL NAME Rejcc( FROM *TravelApproval’ TO *TravellerNotification”
WHEN ’Decision = "No™"
CONTROL NAME "NextApprover’ FROM "Travel > TO "TravelN pproval’
OTHERWISE

DATA FROM SOURCE TO Trlvelkeqwesl
DATA FROM ‘TravelRequest’ TO *TravelApproval’

END TnveIRequest

PP

Figure 3. Travel Request in FDL

4.2 FDL/Lotus Notes Builder

The FDL modeled workflow needs to be translated into a
Notes environment. In a FlowMark environment, the Flow-
Mark buildtime client has a built-in FDL compiler, which
translates the modeled workflow into FlowMark runtime
objects. In order to run the workflow in a Notes environ-
ment, we extend the FlowMark FDL compiler to include
a “FDL/Lotus Notes Builder”, which generates the Notes
runtime required to process the defined workflows. In this
section we sketch the mapping of the FDL into the Notes en-
vironment. A similar mapping approach can be used for the
implementation of workflow management with triggers on
top of active relational databases [S]. The partitioning of a
workflow model into various parts for distributed workflow
processing based on message queuing is supported by Ex-
otica/FIMQM (FlowMark on Message Queue Manager [3]).

The FDL data structures can easily be mapped to field
values in Notes documents. Although Notes does not sup-
port nested types, numeric and char types are straight-
forward to deal with, and the Notes rich text field type could
serve for the storage of any complex multimedia types like
graphics, voice, scanned images and OLE2 objects (if FDL
were to support these types). Notes-specific document field
types like AuthorNames, ReaderNames, and Names can
be exploited to dynamically set read/write permissions on



the documents. The question of whether all pertinent data
should reside in a single Notes document or in several is an
open issue and the answer probably depends on the specific
workflow type. In our sample workflow, it makes sense to
have the travel request in one document but there might be
workflows in which a “folder” of documents needs to be
routed, and different documents of a folder are processed in
parallel by different workflow participants at the same time.
Developers must be aware of and account for the possibil-
ity of concurrent update conflict scenarios. Notes handles
concurrent update detection, and flags concurrent updates
as “conflict resolution documents”, or in the case of repli-
cation as “replication conflicts”.

The FDL organizational model (roles, levels of expertise,
etc.) as well as the static and dynamic role resolution fea-
tures necessitate enhancements to the Notes address book’s
basic functionality. The Notes address book is thought of as
a “mail address book”. In its basic form, it does not contain,
e.g., hierarchical organizational information or role infor-
mation. For this reason, an organizational database needs
to be available at runtime, if FDL-based applications are
to be directly supported. This database can either, as in
GroupFlow [17], be a Notes database or an external rela-
tional database which can be looked-up through Notes’ in-
terfaces to external data sources. The look-up logic and the
role resolution algorithms can be implemented via Notes
Macros, LotusScript, or Notes add-in tasks. A Notes add-in
task is an executable program that runs alongside the other
tasks that make up the Notes server, and performs a range
of API operations [11].

The information provided by the FDL program descrip-
tion part of the workflow definition (see PROGRAM .. in
Figure 3) must be used for application program invocation.
The program description contains information about appli-
cation program names, working directories, and network in-
formation about where to execute the application program.
For each program description, we create an agent which
encapsulates this information and invokes the application
properly. The agents are implemented as Notes simple ac-
tions, in Notes formula language, or in LotusScript. The
formula language employs @functions and @commands
which also allow to launch external applications (@Com-
mand([Execute])). LotusScript programs can invoke DLLs.

The implementation of the control and data flow in the
FDL process definition depends on the type of activity: (1)
manual activities like simple forms editing activity or in-
teractive desktop applications, or (2) automatic activities
which run on any machine in a network. For the first kind of
activities, the routing alternatives can either be presented in
several Notes “push buttons” in forms or be hidden in one
“routing push button” which evaluates the transition condi-
tions based on some field values and does the proper rout-
ing. Figure 4 for instance shows two push buttons to either
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approve or reject a travel request [21]. The same purpose
could be achieved by providing only one button which looks
up a field value in the document and does the proper rout-
ing. Part of these push button implementations could be a
digital document signature.

In the current prototype, the control and data flow is
coded into the macro implementation. This provides the
most flexibility in implementing the control flow. For the
future, we plan to implement a generic “navigator” which
looks-up the routing information in a workflow definition
database and does the proper navigation. The navigator ap-
proach has the advantage of being able to write the audit
trail in a separate log as part of the routing. Today, we keep
only the current workflow status in the document itself.

The formula implementation in Figure 4 shows that cur-
rently we use the send model for the workflow implemen-
tation. In the future, we want to offer a combined send and
share model. Interactive desktop applications which go be-
yond simple forms editing, e.g., word processing, spread-
sheet editing, etc., are invoked by the end user as agents or
through some in-place activation mechanism. Automatic
activities do not depend on an end user event, but start
through an agent as soon as they are ready to execute. The
updating of the document by a previous work step provides
the required event for the agent.

ARl

. @SetField("SendTo" "Travel Bureay®)
-. iextApprover):

 Doyou want

P O} *C:

il this Tvuve‘IlBursau?'); @

{@Succass) @Command(MailSendp)
0 deSave]):

.

Figure 4. Notes “Push Buttons” and Formula

The FDL/Lotus Notes builder can provide some default
forms and views. These forms and views can easily be cus-
tomized with Notes by the end user.

5 Summary and Outlook
Notes Release 4 is a high-end groupware system which

provides, apart from many other features not even men-
tioned in this paper, a solid piece of middleware to build



workflow applications. Notes provides built-in facilities for
desktop application integration, flexible work routing, and
storage of multimedia documents. Notes also offers many
“hooks” to customize and extend the system. This paper
describes, how formalized workflow models and tools that
support workflow analysis and application generation can
be used to build upon the native workflow power in Lotus
Notes. We used the WIMC workflow model and the Flow-
Mark workflow definition language FDL to define struc-
tured workflows. We outlined the processing of these work-
flows in a Notes environment. The synergy among ded-
icated workflow modeling tools like the FlowMark build-
time client and groupware systems like Lotus Notes with
native workflow support has tremendous productivity im-
plications.

The paper also reveals some shortcomings, both on the
workflow model side as well as on the Notes side, which
are future research issues. Today, FDL does not support
(external) events, ad hoc routing (exceptions), and explicit
loops. The type system of the data flow structures in FDL
could be enhanced similar to the rich text field data type
in Notes documents in order to support images, OLE2 con-
tainers, or even URLs. Notes lacks direct transaction sup-
port (available only via LotusScript and ODBC), which is
important for mission-critical applications as well as for the
efficient handling of race conditions in the case of parallel
workflows accessing the same documents, or different users
trying to process the same workflow at the same time. The
introduced FDL/Lotus Notes Builder needs to be improved
to deal with process, block, and bundle activities (multiple
instantiations of a single activity determined at run time).
The Notes workflow processing environment will include a
generic navigator as well as add-in for role resolution and
logging of the audit trail.
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