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Abstract For high availability in disaster recovery situa-
tions, it is desirable to reflect data base changes made by
a transaction processing system continuously on a (repli-
cated) data base maintained at a remote site. To keep the
resource consumption on the backup system low, we de-
scribe a general, low overhead method for exploiting par-
allelism in the processing of the log records received at
the backup system. Our approach is general enough to
accommodate even the ARIES-type recovery and concur-
rency control methods which support high concurrency
and high efficiency via write-ahead logging, nested trans-
actions, operation logging and semantically-rich modes of
locking. We also propose techniques for (1) checkpointing
the state of the backup system so that recovery can be
performed quickly in case the backup system fails, and (2)
allowing new transaction activity to begin even as the
backup is taking over after a primary failure. We present
some performance measurements from a prototype. We
discuss distributed transactions, shared disks (data shar-
ing) transaction environment and combining executions
of I1-Safe and 2-Safe transactions in a single system.

1. Introduction

As the pace of computerization increases and the role of
electronic information in the success of an organization is
enhanced, the importance of protecting such information
from disastrous situations like hurricanes, fires, and ter-
rorism become more and more important. Therefore, for
high availability in disaster recovery situations, it is desir-
able to reflect data base changes made by a transaction
processing system (call it the primary system) on a (rep-
licated) data base at a remote site (the backup system).
For a long time, there has been a great demand from cus-
tomers, especially banks and insurance companies, for
transaction systems to support such a configuration effi-
ciently. Unfortunately, this problem has gained significant
attention only in the last few years from both industrial
and academic researchers [BuTr90, GaPo90, KHGP91,
Lyon88, Lyon80, PoGa82]. In the meantime, customers
have been forced to develop their own ad hoc solutions
which do not perform very well since they are implemented
outside of the transaction systems.

Since the work done on the backup system is pure over-
head in the sense that, until a disaster occurs, all that
work is not going towards handling additional workload
for the enterprise, we would like to minimize it as much
as possible. Resource consumption at the backup should
be low relative to the consumption by the primary trans-
action processing system. Throughput for the processing
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on the backup must be better than that achieved by the
primary in order to minimize the effects of network and
backup system failures on how fast the backup can then
catch up with the primary. A concurrency control tech-
nique is required to ensure that the backup’s data base is
transaction consistent and identical (or nearly identical)
to that managed by the primary. A technique is also
needed for checkpointing the state of the backup system
so that the latter could be recovered quickly in case it
encounters a failure.

One possible strategy for interactions between the primary
and the backup systems is that the primary system com-
mits a transaction independent of the backup system. That
is, the primary first commits the transaction and later prop-
agates that decision to the backup by sending the commit
log record. This is called 1-Safe execution. With this type
of execution, the fact that a transaction had executed and
committed may not be made known to the backup system,
if a failure of the primary were to happen at an inopportune
time. That is, a committed transaction may be lost. With
2-Safe execution, the primary uses a two-phase commit
protocol (e.g., the current industry-standard Presumed
Abort commit protocol of [MBCS92, MoLO86]) with the
backup to ensure that the decision to commit is arrived at
Jointly by the two sides. That is, a committed transaction
will not be lost. Most of the systems and proposals in this
area [BuTr90, KHGP91, Lyon90] favor the 1-Safe execu-
tion strategy due to its performance advantages at the
risk of losing some transactions. Some of the other
tradeoffs between 1-Safe and 2-Safe executions are dis-
cussed in [GaPo90].

We use a log-based approach for implementing the remote
backup support. We are not alone in dismissing the clas-
sical distributed data base approach as being inadequate
for disaster recovery purposes [GaPH90, GaPo90,
KHGPS1, Lyon88, Lyon80, PoGa92]. Tandem™ already has
a product called Remote Data Facility (RDF™) and IBM
has a product called IBM Remote Recovery Data Facility
[IBM91]. These systems are almost always based on ship-
ping the log to a remote site and using the shipped log
records to keep the remote data base up to date.

The rest of this paper is organized as follows. Our method
is described in detail in section 2. We discuss how paral-
lelism is exploited in the processing of the log records in
the backup system. We also describe a technique for
checkpointing the state of the backup so that the backup
can recover quickly after its own failure. Another tech-
nique which is described in this section allows new trans-
action activity to begin even as the backup is taking over



the role of the primary when the old primary fails. A per-
formance study relating to an implementation of our
methad in the context of IMS is summarized in section 3.
Section 4 discusses some of the implications of supporting
1-Safe and 2-Safe executions of transactions in the same
system on a per-transaction basis. Section 5 discusses
some of the implications of supporting distributed trans-
actions and the shared disks (data sharing) transaction
environment in the remote backup context. We conclude
by presenting a summary in section 6.

2. Our General Method

In this section, we introduce our general approach for solv-
ing the problems relating to the support of remote backups.
First, we state the assumptions behind our work. Next, we
discuss how our general method functions. Our approach
exploits parallelism. In performing the tracking of the pri-
mary’s updates at the backup, our method tries to take
advantage of the existing code for performing restart re-
covery after a failure of the transaction system.

2.1. Assumptions

Some of the assumptions that we make in our general
approach are:

(1) The primary and the backup are connected by high-
speed communication links. The communication protocol
guarantees message delivery and preserves message or-
dering.

(2) The primary follows the 1-safe execution strategy. The
implications of mixing 1-safe and 2-safe executions in the
same system are discussed in the section “4. Hybrid of
1-Safe and 2-Safe Executions”.

(3) The Write-Ahead Logging (WAL) approach to recovery
is used [Gray78, MHLPS92]. In WAL systems, an updated
page is written back to the same disk location from which
it was read. The WAL protocol asserts that the log records
representing changes to some data must already be on
stable storage before the changed data is allowed to re-
place the previous version of that data on disk. Each log
record is assigned, by the log manager, a unique log se-
quence number (LSN) at the time the record is written to
the log. The LSNs are assigned in ascending sequence.
On finishing the logging of an update to a page, the LSN
of the log record corresponding to the lgtest update to
the page s placedin afield (page_LSN)in the page header.
The buffer manager examines the page_LSN value to en-
sure that the log has been forced up to that LSN before it
writes a modified page to disk.

(4) The transaction system supports the steal and no-
force buffer management policies [HaRe83]. This means
that pages with uncommitted updates may be written to
disk and that at commit time all the pages updated by a
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transaction are not required to be written to disk, respec-
tively. One consequence of following these policies is that
log records written by transactions will contain enough
information in order to undo as well as redo the transac-
tions’ updates. Typically, each log record representing
data base updates refers to the updates performed on a
single page of the data base, as in ARIES [MHLPS92].
Depending on the locking protocols used, each log record
may describe the update to a page using before and after
images of the modified fields of a record within the page,
or using an operational description (e.g., add 5 to field 3
of record 10 on page 15). Variations of our methods can
support no-steal and force policies with redo-only logging
such as used by IMS Fast Path [MoTO90].

(5) Compensation log records (CLRs) are written to de-
scribe the updates performed as part of undoing some
earlier updates. This means that, if the chaining of CLRs
to earlier-written log records were to be performed as in
ARIES (see Figure 1), then for those log records whose
rollbacks had been completed prior to the failure of the
primary (as reflected in the log records received at the
backup), no undo will be performed again.

(6) The data base descriptions of those objects that are in
both the primary and the backup data bases are the same.
In particular, the mapping of objects (e.g., tables) to files
is the same. Since the log records only refer to files and
not to particular devices where the files reside, the phys-
ical mapping of files to devices can be different between
the primary and the backup, although the page sizes must
be the same.

2.2. Processing During the Tracking Phase

in this subsection, we describe the processing performed
by the backup when the primary is alive and the backup
is tracking the work done at the primary. Actions taken by
the backup system when it is recovering from its own fail-
ure and when it takes over the role of the primary are
discussed in the following subsections.

Our method takes advantage of the inherent sequencing
of log records on a log to support efficient and highly par-
allel application of changes involving different pages. This
processing will result in a backup data base identical to
the original data base, as far as the logged changes which
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Figure 1: ARIES Recovery Scenario - Log Records of a
Single Transaction
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Figure 2: Parallel Redo Processing

had been received by the backup are concerned. With this
technique, information that the transaction processing
system places on its recovery log is transported to the
backup system, either in parallel with writing the log data
to a local device or at some later time. At the backup
system the log records are placed on stable storage. A
single "hash process” also places a the subset of these
records required for repeating history (redo) on a iarge
number of work queues (see Figure 2). Transaction state
change log records (e.g., Begin_Transaction) and undo-
only log records are not placed on these queues since
they are not needed for redoing updates. So, on a take-
over, the undos of incomplete transactions will be per-
formed by processing the stable storage version of the
log in reverse chronological order, as in ARIES and other
recovery methods. Note that, even if there are no undo-
only log records, the log records in the work queues cannot
be used for undo since they are not maintained in reverse
chronological order with respect to log records relating to
different pages. The reverse chronological order pro-
cessing across different pages also is important in order
to ensure that the writing of CLRs and the tracking of the
progress of rollback are done properly (as is done using
the UndoNxtLSN pointer in the example of Figure 1). The
latter ensures that each undoable log record is undone
only once (see [MHLPS92, MoPi91, RoMo89]). That type
of processing also ensures that completed structure mod-
ifications like page split and page delete will not be undone
(see [Moha92, MoLe92]).

Many parallel processes can remove records from these
work queues and apply the changes to the data base. In
the simplest case, a separate work queue exists for each
data base page. As each redo record is retrieved from
the log shipped by the primary, the log record is placed
on the work queue corresponding to the page referenced
in the log record. A parallel server process (one for each
work queue) can remove one redo record at a time from
the work queue and apply its change to the data base.
This server process must remove redo records from a
work queue in the same sequence as they are placed on
the work queue. These actions are illustrated in Figure 2.
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In reality, it is not practical to use a different work queue
for every page. So, a smaller number of work queues (a
few hundred) will be used, with changes for more than one
page being placed on each work queue. The primary re-
quirements to be satisfied by this scheme are:

® All redo records associated with a particular page must
be placed on the same work queue. One possibility is
to associate only one work queue with all the pages of
the data resident on a particular disk. With this ap-
proach, contention for the same disk arm between dif-
ferent server processes can be avoided.

® Redo records must be placed on their associated work
queue and subsequently applied to the data base in the
same sequence as they are placed on the log. No se-
quencing needs to be enforced between di fferent work
queues.

In practice, these requirements generally imply that a
work queue has only a single server, but a single server
can process work from many queues. Assignment of a
work queue to ‘a server can be managed dynamically
based on the workload. Assignment of redo records to
work queues can be accomplished by hashing the infor-
mation that identifies the page and using the hash value
to specify the work queue, thus spreading the work across
the queues.

Buffer management in the backup can be done the same
way it is done on the primary [TeGu84]. That is, back-
ground writes to disk of modified pages can be batched to
reduce CPU costs and to improve |/0 efficiency, LRU policy
or a variation can be followed for buffer replacement and
so on. Because we prefer to avoid doing single-page read
or write 1/0Os and because the numbers of log records as-
sociated with the different work queues at any given time
may be very different, we use a shared buffer pool across
the different work queues. The size of the buffer pool in
the backup does not have to be as large as the one in the
primary since the pages which were read in the primary
but were not modified would not be brought into the buffer
pool at the backup. With respect to write-ahead logging,
if the log records received from the primary are distributed
to the work queues even before they are safely recorded
on stable storage at the backup site, then the buffer man-
ager on the backup also has to enforce the WAL protocol.
On the other hand, if the log records are placed on stable
storage at the backup site before they are placed on the
work queues, then there is no need for the buffer manager
to enforce the WAL protocol.

The technique described above for exploiting parallelism
is very general in that it could also be used in the context
of restart and media recovery of the primary system to
improve the time it takes to complete such processing.
The idea of using parallelism to perform faster restart
undo and redo processing is discussed further in
[MHLPS92]. The kind of processing of the log performed
in ARIES during the analysis pass may also be used with
our method to identify, for each file on which redo needs
to be performed, the set of pages of the file which need to
be brought into memory for potentially being updated us-
ing the log records. Then, for each file, a single 1/O call
(or at least a small number of 1/0s) may be issued to bring
into memory all the required pages of that file. Doing such



batched 1/0s, instead of issuing one 1/0 call for every de-
sired page, will reduce CPU overheads and |/O latencies.

2.3. Checkpoints and Failures of the Backup

In order to handle failures of the backup system, the backup
system should periodically take its own checkpoints. Note
that the checkpoint log records written by the primary can-
not be used by the backup since the buffering and disk
write activities for specific pages on the primary and the
backup will be very different. The backup checkpoints
should keep track of how much redo activity has been per-
formed and externalized to the disk version of the backup
data base. The checkpoints should also record the state
of the work queues to know how much work had remained
unprocessed. Since the primary system may keep produc-
ing new log records even when the backup system is down,
it is important to make the restart of the backup system
be very efficient and fast. The checkpoint scheme de-
scribed in this section is an enhanced version of the one
described in [MHLPS92].

To provide such afast backup restart capability, the buffer
manager at the backup must keep track of the REDO_LSN
for eachdirty pageinthe buffer pool. The page REDO_LSN
is the LSN of the first log record which dirtied the page
after the page was last written to disk or after the page
was first read in from disk, whichever happened most re-
cently. It is assumed that one or more background pro-
cesses periodically sweep through the buffer pool and
write to disk dirty pages with relatively old REDO-LSNs,
thereby changing those pages’ states from dirty to clean.

Associated with each work queue also is a REDO_LSN.
This work queue REDO_LSN is the LSN of the oldest, un-
processed logrecord in that work queue (i.e., the log record
which is not yet applied to the relevant data base page in
the buffer pool). This information is needed to repopulate
the work queue with log records during restart after a fail-
ure of the backup system. If a particular queue is empty,
then the REDO_LSN associated with that queue is the LSN
of the next log record that the “hash process” finds in its
input queue.

At checkpoint time, the following are recorded by the
backup in a well-known place on stable storage: (1) for
each dirty page in the buffer pool, the page number (in-
cluding the data base ID) and its REDO_LSN; (2) for each
work queue, the work queue identifier and its REDO_LSN.
Note that there is no need to stop all processing in the
backup system when this checkpoint is taken. That is, the
backup’s checkpoint can also be a fuzzy one, like the pri-
mary’s checkpoint [MHLPS92].

At the time the backup system restarts after its own failure,
the information recorded at the time of the most recent
checkpoint before the failure is read in and processed.
The LSN for the beginning of the reprocessing of the log
is chosen to be the minimum of the LSNs recaorded in the
checkpoint. During this log scan, if any log record is en-
countered whose LSN is less than the corresponding work
queue’s REDO_LSN, then that log record is not processed,
unless the record’s LSN is greater than or equal to the
corresponding page’s REDO_LSN (for pages which did not
appear in the checkpoint record, the REDO_LSN is as-
sumed to be infinity). Reprocessing involves putting back
the log record in the work queue and handling it as in the
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backup system’s normal processing. When handling a log
record, its update will be redone only if the referenced
page’s LSN is less than the log record’s LSN. This is the
same condition that ARIES checks during restart redo pro-
cessing.

Note that since the backup’s checkpoint log record con-
tains enough information it is possible to reopen, during
recovery after a backup failure, in parallel all the files that
would be involved in restart processing. The reopening of
the files could be done, using multiple processes, in par-
allel with the processing of the log which results in the
rebuilding of the work queues. Remembering in the check-
point the per-page and the per-work-queue LSNs helps in
avoiding some unnecessary I/Os at backup-restart time.
Also, it enabies the initiation of batched (i.e., multipage)
I/Os for reading in those pages that would need to be ac-
cessed during the reprocessing. These are the pages
whose IDs appear in the checkpoint log record.

2.4. Processing on Takeover by the Backup

While redo records are being applied to the backup data
base, the data base state would be inconsistent. Since no
locks will be held which would shield these inconsistencies,
data base accesses by normal transactions cannot be sup-
ported. For disaster recovery applications, this is not a
problem (in reality, customers would like to be able to pro-
cess queries against the backup data base). Consistency
is required only at the point that a disaster occurs and
recovery is initiated by making the backup take over the
processing from the primary. When the backup system is
asked (presumably by a human operator) to take over the
role of the primary, to obtain a transaction consistent
state, the backup system must (1) finish processing the
log and then (2) perform standard rollback processing for
all uncommitted transactions: apply the undo log records
for uncommitted transactions in reverse chronological se-
quence, as in the undo pass of the ARIES and other recov-
ery methods.

If it is desired to make the takeover occur in such a way
that new transactions could be processed as soon as pos-
sible, then the backup system may be made to keep track
of the locks acquired by the in-flight transactions before
they perform their updates. With this change, once take-
over is initiated and the redo pass is completed, rolibacks
of the uncommitted transactions may be performed in par-
allel with the processing of new transactions since locks
would protect the uncommitted updates.

If we are even more ambitious about allowing faster ac-
cess to data by new transactions once takeover has been
initigted, then we can extend the method described in
[Moha91] to allow that. That method was proposed to
permit data accesses by new transactions even before a
traditional transaction system completes performing re-
start recovery. That proposal does not involve reacquir-
ing locks or developing too much new code. It is a very
simple and cheap solution. That method exploits the in-
formation (e.g., IDs of dirty pages as in ARIES and IDs of
dirty files as in DB2) that is logged at the time of a check-
point in a transaction system and that is brought up to
date as of crash time by the analysis pass of recovery
[MHLPS92]. This dirty list lets the system know what
pages may be modified during the redo pass. As long as
the redo pass is in progress, new transactions are not al-



lowed to access these pages. In order to determine what
pages may undergo modifications during the undo pass,
the method of [Moha91] makes use of the Commit_LSN idea
of [Moha%0b] in a novel way. Essentially, until recovery
is completed, any page whose LSN is greater than or
equal to the LSN of the oldest update which needs to be
rolled back is not allowed to be accessed by new transac-
tions since such a page might have some uncommitted
updates which are not protected by locks. There are some
additional details which are described in [Moha91].

In the current remote backup context, the above method
can be easily adapted to aliow new transactions to access
those pages which will not be modified when the backup
system, in the process of taking over the role of the pri-
mary, performs its redo and undo processing. In order to
do this, the backup, while writing to stable storage the log
records received from the primary, needs to keep track of
what transactions are active and what the LSN of the old-
est uncommitted update is. An alternative would be for
the backup to wait until it begins to take over the role of
the primary and at that time use the active transaction
information from the last checkpoint record that it had re-
ceived from the now-failed primary and bring that infor-
mation up to date as of the end of the iog, as in the analysis
pass of ARIES. Note that the dirty objects (page or file)
information from that checkpoint record cannot be used
since that information reflects the state of the buffer pool
in the old primary which could be very different from that
of the backup. But the needed dirty page information for
the backup can be easily computed by unioning the list of
IDs of the dirty pages in the backup’s buffer pool and the
list of page |Ds referenced by the redo log records remain-
ing to be processed in the work queues. Once these pieces
of information are collected, new transaction activity can
be allowed to begin and the tests described in [Moha91]
can be made to ensure that the new transactions access
only those pages that will not be modified during the time
the new primary finishes processing the log for redo and
undo.

2.5. Advantages of Our Method

Below, we list some of the advantages of our parallel pro-
cessing method for log processing at the backup site.

(1) Synchronization is not required between update of the
actual data base and update of the backup data base. This
has availability and performance benefits: update of the
actual data base can occur even if the remote site (or part
of the remote site) is not available; transfer of log records
to the remote site can be batched for efficiency.

(2) Complex serialization mechanisms like traditional data
base locking are not required. Thus, their pathlength and
software development costs are avoided.

(3) Many parallel servers can easily be utilized. Since typ-
ically in a DBMS a wait occurs when 1/O is required, par-
allelism is important to get parallel 1/0s as well as to utilize
more than one processor in a multiprocessor.

(4) Since, for a given page, all its log records are processed
in the same order in which the corresponding updates
were applied in the primary system, our method can sup-
port, without any special additional logic, all the fea-
tures that ARIES and its extensions [Moha90a, Moha92,
Mole92, MoPi91, RoMo89] support. These features in-
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clude support for partial rolibacks, semanticaily-rich
modes of locking, operation logging, nested transactions,
fuzzy checkpointing, page-oriented redos, logical undos,
fuzzy dumping, media recovery, and so on. Some of these
protocols allow the uncommi t ted updates of one transaction
on a given page to be moved to another page by different
transactions.

(5) Simplicity and ease of implementation: The amount of
extra software that needs to be written is much smaller
compared to the alternative approaches and much of that
software can be written as a separate component.

(6) Performance:

o Low Pathlength The pathiength (i.e., number of instruc-
tions executed) at the backup would be much smaller
than that at the primary since locking and logical data
management (e.g., traversing index pages and perform-
ing read operations of index and data pages) are not
required at the backup.

o High Throughput Redo processing can operate at sev-

eral times the rate of normal transaction processing.

The bottleneck in throughput will normally be the disk

110 - one of the data base disks will saturate. Because

the servers are asynchronous, temporary saturation is

not a problem - the queues for that server will simply
grow longer.

Reduced |/0s Even though the primary system may

force to disk at commit time the pages modified by a

transaction (see [MoT090]), the backup does not have

to do that. If the same page were to be modified by a

number of transactions in close succession, the primary

may write that page many times to disk whereas the
backup may write it only once. This no-force policy at
the backup could reduce the number of I1/Os dramati-
cally. Another way to reduce the number of 1/Os is by
doing bulk I/Os for reading in pages for which redo log
records exist. This can be done by analyzing the work
queues and identifying a set of pages to be brought in.

(7) Unlike some algorithms [KHGP91], our method does
not require that any additional logging be done at the pri-
mary system to support the remote backup algorithm.

3. Prototype Work

The Lifeboat project [BuTr80] at the IBM Almaden Re-
search Center has implemented our remote backup algo-
rithm for providing disaster recovery support for IMS/
ESA™. Figure 2 illustrates this implementation (more de-
tails of this implementation and the adaptation of our gen-
eral aigorithm for IMS are described in [MoTO90]). We
have performed a number of experiments to validate cor-
rect operation, developed a working load-balancing
scheme and measured performance. Due to space con-
straints, only performance will be discussed.

The experiments that we performed were based on running
an IMS/ESA benchmark whose transaction mix had been
selected to cause heavy update activity. The performance
of the primary system was measured (CPU consumption
and log creation rate) and the log data was saved. The
log data was then fed to a backup system at various rates
to measure performance and find bottlenecks. We are in-
terested in two key measurements:



® Backup CPU consumption reiative to primary CPU con-
sumption (backup/primary). This certainly will change
with different workloads, but we have used a heavy up-
date workload to be conservative.

¢ Maximum redo ratio (backup log processing rate/
primary log creation rate). After an outage of the net-
work or the backup system where the primary system
continues to perform updates and produce log records,
a high tracking rate is necessary to get the backup sys-
tem data bases current (we call this catchup). We feel
that a redo ratio of two times the peak primary rate is
areasonable goal. At this rate, currency can be reached
in two times the outage time.

In our enviranment, the first bottleneck encountered was
in the I/0 area. In particular, the utilization of certain data
base disk devices was driven over 90%, driving service
times very high and limiting throughput. A worst case
backup system will have the same 1/0 rate per log record
as the primary system, so trying to drive the redo ratio
above one may require better 1/0 performance at the
backup site than at the primary. Our solution to our bot-
tleneck was to spread the high activity files over more
disks. The bottlenecks on the primary system may be very
different from the bottlenecks on the backup system due
to the fact that read-only accesses to pages on the primary
do not cause any activity on the backup. Also, the desire
to support a high redo ratio could cause differences.

The second bottleneck is related to the number of redo
processes in use. In this particular case, it wasn’t a CPU
bottleneck, but an 1/O bottieneck since a redo process
must wait if the buffer manager performs an 1/0 on its
behalf. The solution was to increase the number of redo
processes. In practice, our recommendation is that the
maximum number of redo processes be twice the peak
number of transaction processes at the primary. This
seems to give the backup system capacity for a redo ratio
well over two.

We removed bottlenecks to the point where we could
achieve aredo ratio of almost four. The results of several
measurements are shown in Figure 3. Since the details of
CPU consumption have not been analyzed, there may be
opportunities for improvement in that area. Even without
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improvement, it appears that we have an approach that
can keep backup data bases current, achieve very high
redo ratios, and do it for a reasonable fraction of the pri-
mary transaction system’s CPU consumption. CPU con-
sumption appears to be about 1/3 of the consumption de-
scribed in [PoGa92] but lack of workload specifications
makes comparisons difficult.

While our environment did not require CPU parallelism for
redo processing, it is easy to describe an envirenment
that does require it: catching up after a network outage
where two primary systems are sharing data bases, each
consuming 90% of a 6-processor machine. The backup
system is running on an equivalent 6-processor machine.
Since a redo ratio of two appears to require about 20% of
the primary system’s CPU, we need .2*.9*6*2=2.16 pro-
cessors worth of CPU.

4. Hybrid of 1-Safe and 2-Safe Executions

It has been suggested [GaPo90, Lyon88] that to trade-off
the additional cost of a 2-Safe execution with the extra
guarantee that it provides, a system may implement a
hybrid scheme in which, depending on the value or impor-
tance of a given transaction, the system may choose to
execute the transaction 2-Safe or 1-Safe.

The problem with a hybrid scheme like this is that if the
backup were to be redoing the primary’s updates based
on the log records sent by the primary, as we have de-
scribed before, then we have to be careful if a given trans-
action (T1) is executed 1-Safe and later another transac-
tion (T2) is executed 2-Safe. If T2 dependson T1 and hence
T2 needs to follow T1 in the serialization order, then we
could have inconsistencies in the data if the 2-Safe trans-
actions’ log records are sent right away to the backup
while the 1-Safe transactions’ log records are sent slowly.
If this approach is used, then it is possible that the log
records of T2 are received by the backup but not the log
records of T1. This could happen if a failure were to bring
down the primary before T1’s log records are sent. This
could destroy data consistency and also cause structural
problems in objects like indexes, if an index method like
ARIES/IM [Mole92] were to be used. T2 might have done
some key inserts on a page of the index, where the affected
page was the one that was allocated due to a page split
performed by T1. Our approach to deal with this probiem
is to make sure, when a 2-Safe transaction is executed
and its log records are sent to the backup, that the log
records are not sent out of sequence. That is, a side effect
of a 2-Safe transaction execution in a hybrid environment
is to ensure that all log data created prior to the 2-Safe
transaction commit is on stable storage at the backup site
before the 2-Safe transaction is allowed to commit. This
will include 1-Safe transactions’ changes. In the above
example, since T2 used a 2-Safe execution, T2 will commit
at the primary only after all the log records preceding and
including T2’s last log record had been received by the
backup and stored on stable storage. As a result, all log
records of T1 (which must appear before T2’s last log
record) would have been received by the backup.



S. The Shared Disks Environment and
Distributed Transactions

There are additional complexities to deal with whenever
more than one log contains information about a single
transaction [MolLO86] or a single recoverable resource
[MoNag81]. This then includes transactions executing in
distributed and shared disks (SD) (also called data shar-
ing) environments, respectively. With SD, all the disks
containing the data base are shared among the different
systems in the complex. Every system that has aninstance
of the transaction system executing on it may access and
modify any portion of the data base on the shared disks.
Since each transaction system instance has its own buffer
pool and because conflicting accesses to the same data
may be made simultaneously from different systems, the
interactions among the systems must be controlied by the
use of global locking facilities and protocols for the main-
tenance of the coherency of the data buffered (cached) in
the different systems.

Just as data sharing or distributed transactions add addi-
tional protocols to deal with recovery, so must remote site
recovery that supports them. Commercially, SD is a very
popular approach. SD is the approach used in IBM’s IMS/
VS Data Sharing product [StUW82], TPF product [Scru87]
and the Amoeba research project [MoNa91, MoNa92a,
MoNa92b, MoNS91, SNOP85], and in DEC’s VAX Rdb/
VMS™ [ReSW89]. More recently, for the VAXcluster™ en-
vironment, third-party DBMSs like ORACLE™ and INGRES
have been modified to support SD. Hitachi and Fujitsu
also have products which support the SD environment.

The Presumed Abort commit protocol [MBCS92, MolLLO86]
was invented and implemented in the context of R*. It is
a highly optimized variant of the classical two-phase com-
mit protocol [SBCM93]. It has since then been imple-
mented in IBM’s QuickSilver, CMU’s Camelot, Tandem’s
TMF™, Transarc’s Encina™, USL’s Tuxedo™ and DEC’s
VMS. It is being adopted as part of the ISO and X/Open™
distributed transaction processing standards. Given the
popularity of this protocol, it is important that we analyze
its implications in the context of remote backups. If the
DBMS were to support distributed transactions and the
Presumed Abort protocol were to be used, then we have
to be careful since, once the coordinator receives acknowl-
edgements (for the commit messages) from all its subor-
dinates, it erases from virtual storage the information
which says that the transaction had committed. If a sub-
ordinate site’s system were to go down and its backup
were to take over, then it is possible for the backup to
have received only the Prepare log record and not the
Commit log record, when in fact the primary had logged the
commit and acknowledged to its coordinator. Under these
conditions, if the backup were to query the coordinator,
then the backup may be given the presumed decision of
abort (rollback), which would lead to inconsistencies be-
tween the coordinator’'s and subordinate’s data bases.
This could happen because by the time the backup subor-
dinate makes its enquiry the coordinator might have re-
ceived all the required acknowledgements for the commit
messages and then forgotten the transaction. One way to
deal with this problem is to make the coordinator (1) be
aware that the inquiry is coming from the backup of a sub-
ordinate and (2) not give the presumed decision. If infor-
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mation about the actual decision is still available (e.g., in
virtual storage or by accessing the log), then that informa-
tion can be passed back. Another option is to make a sub-
ordinate delay sending its acknowledgement until it en-
sures that its backup has received the commit log record
and stored it on the backup’s stable storage. This delay
should not affect lock-hold times, etc. since a subordinate
could release the locks held by the committing transaction
before propagating the commit record to its backup.

When the primary system is using SD, then inconsistencies
may be caused if the backup system is also configured to
be an SD with each data sharing backup system being the
backup for the corresponding primary system. Inconsis-
tencies may arise since we may no longer be redoing up-
dates to the same page in the same order in which they
occurred in the primary system. It would be too expensive
to try to make it work by using global locks, etc. Our so-
lution for this case is to (1) use a single backup system to
receive and merge logs from all primary systems that
share a given set of disks, (2) use the same backup system
to perform redo work, and (3) if the redo workload exceeds
the capacity of a single system, route merged log data to
redo server systems, partitioning redo processing to pre-
vent conflicts between servers. Note that with this ap-
proach, even if one of the data sharing primary systems
encounters a disaster and it is not sufficient to keep the
primary going with the remaining data sharing system,
then the surviving primary must be brought down before
letting the backup system take over.

6. Summary

We presented a method for managing a remote backup
data base for the purpose of providing protection from
disasters which destroy the primary data base. Our
method is general enough to accommodate the ARIES-
type recovery and concurrency control methods as well
as the methods used by other systems such as DB2, DU/I
and IMS Fast Path. It provides high performance by ex-
ploiting parallelism and by reducing I/Os via different
means like log analysis and choosing a different buffer
management policy from the primary.

The techniques described here are very general in that
they could also be used in the context of restart and media
recovery of the primary system to improve the time it
takes to complete such processing. We proposed a tech-
nique for checkpointing the state of the backup system so
that recovery can be performed quickly, in case the backup
system were to fail. The checkpointed state includes the
states of the in-memory work queues and the dirty pages
in the buffer pools. We ailso presented a technique which
allows new transactions to begin page accesses for read
and update even before the takeover processing is com-
pleted by the backup.

We presented some performance results relating to an
implementation of our method in the context of IMS. We
discussed some problems relating to distributed transac-
tions, the shared disks environment, and combining exe-
cutions of 1-Safe and 2-Safe transactions in a single sys-
tem. We proposed some possible solutions for dealing
with these problems.
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