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Abstract: In this paper, we present a simple and efficient method, called ARIES (Algorithm for
Recovery and Isolation Exploiting Semantics), which supports partial rollbacks of transactions, fine-
granularity (e.g., record) locking and recovery using write-ahead logging (WAL). We introduce the
paradigm of repeating history to redo all missing updates before performing the rollbacks of the loser
transactions during restart after a system failure. ARIES uses a log sequence number in each page
to correlate the state of a page with respect to logged updates of that page. All updates of a
transaction are logged, including those performed during rolibacks. By appropriate chaining of the
log records written during rollbacks to those written during forward progress, a bounded amount of
logging is ensured during rollbacks even in the face of repeated failures during restart or of nested
rollbacks. We deal with a variety of features that are very important in building and operating an
industrial-strength transaction processing system. ARIES supports fuzzy checkpoints, selective and
deferred restart, fuzzy image copies, media recovery, and high concurrency lock modes (e.g.
increment/decrement) which exploit the semantics of the operations and which require the ability to
perform operation logging. ARIES is flexible with respect to the kinds of buffer management policies
that can be implemented. It supports varying length objects efficiently. By enabling parallelism



during restart, page-oriented redo and logical undo, it enhances concurrency and performance. We
show why some of the System R paradigms for logging and recovery, which were based on the
shadow page technique, need to be changed in the context of WAL. We compare ARIES to the
WAL-based recovery methods of DB2', IMS and Tandem' systems. ARIES is applicable not only to
data base management systems but also to persistent object-oriented languages, recoverable file
systems and transaction-based operating systems. ARIES has been implemented, to varying degrees,
in IBM’s 0S/2' Extended Edition Database Manager, DB2, Workstation Data Save Facility/VM, Starburst
and QuickSilver, and in the University of Wisconsin’'s Gamma data base machine.



Contents

1 INtrOdUCHION . . . . o ottt e e e
1.1. Logging, Failures and Recovery MEthOOS . o v it et e e e e e e e e s
1.2. Latches and LOCKS . . . . ..ottt
1.3. Fine-Granularity LOCKING . . . ... . ...ttt
1.4. Buffer Management . . ... . ... .. ..
1.5. OFQANIZALION . .. .. ottt

D, BOAIS . . . . it e e e
3. 0verview of ARIES . . . ..o it e e

4. Data SIrUCIUFES . . . . . . . o ot e e it im e
41, LOG RECOIS . oo v oo oottt
42 Page STrUCIUFE . . . ..o v ettt e
43 Transaction Table . . . . . . o it e
4.4 Dirty Pages Table ... .. ... ...

5. NOrmal ProCesSiNg . . . . . -« o oot n e inimee
B, UPAAES . .o o oo e
5.2 Total or Partial Rollbacks . . .. ... ...
5.3 Transaction Termination . . .. ... . e
5.4, CheCKPOINES . . . . it i e e e

6. ReStart ProCesSING . . . . . . oo oot v e
B.1. ANAlYSIS PASS . . . . o
6.2 REAO PSS . .\ i o it it e e e e
B.3. UNAO PaSS . . o ottt it e e e
6.4. Selective or Deferred Restart . . . . ... ... ... e
7. Checkpoints During Restart . ... ... ... ... ... ... .
8. Media RECOVEIY . . . . . o oot oot
8. Nested TOp ACHIONS . . . . . . ..ottt
10. Recovery Paradigms . . .. .. ... .. ...
101. Selective RO . . . . . . o e
10.2. ROIDACK State . . . . o .t
10.3. Space Management . . .. ... ...
104 Multiple LSNS . .. . oo ottt
11. Other WAL-Based Methods . . . .. ... .. ... .. ...t

12, Attributes of ARIES . . . . .. . ..

Contents

0~ S =

12

15
16
16
17
17

17
17
20
22
22

23
24
26
27
29

31
32
34
35
36
38
41
43
43

48



13. Summary

13.1. Implementations and Extensions
13.2. Acknowledgements

14. References

Contents

51
53
54

54



vi

List of Illustrations

Figure 1. Shadow Page Technique . ... . ... ... . ... ... ... ... 2
Figure 2. Lock Mode Compatibility Matrix . . . ......... ... . ... . .. 5
Figure 3. Partial Rollback Example ... . ... ... . ... . . .. i e 12
Figure 4. Problem of Compensating Compensations or Duplicate Compensations, or Both . 13
Figure 5. ARIES’s Technique for Avoiding Compensating Compensations and Duplicate Com-

PENSAtIONS . . . L e e 13
Figure 6. Restart Processing in Different Methods . . ... ... ... .................. 14
Figure 7. Data Base State asofa Failure . . ....... ... ... ... ... ... . 18
Figure 8. Pseudo-code for Rollback .. ... ... . ... ... .o i 20
Figure 9. Pseudo-code for Restart . . ... ... ... ... .. . ... ... . . i 23
Figure 10. Pseudo-code for Restart Analysis . ... ..... ... ... .. ... . 25
Figure 11. Pseudo-code for Restart Redo . . .. ....... ... .. i 26
Figure 12. Pseudo-code for Restart Undo . . . ... ... ... . ... .. ... . . 0 28
Figure 13. Restart Recovery Example with ARIES .. ... ... .. ... ... ... . ... ... 29
Figure 14. Nested Top Action Example . . . . . ... ... . oo 34
Figure 15. Selective Redo with WAL - Problem-Free Scenario . ... ................. 36
Figure 16. Selective Redo with WAL - Problem Scenario ... ..................... 37
Figure 17. Simple View of Recovery Processing in System R ..................... 38
Figure 18. Partial Rollback Handlingin System R .. .......... ... ... ... ... . ... 39
Figure 19. Wrong Redo Point Causing Problem with Space for Insert . . . .. ........... 41

List of tllustrations






1. Introduction

In this section, first we introduce some basic concepts relating to recovery, concurrency control and
buffer management, and then we outline the organization of the rest of the paper.

1.1. Logging, Failures and Recovery Methods

The transaction concept, which is well understood by now, has been around for a long time. It
encapsulates the ACID {Atomicity, Consistency, isolation and Durability) properties [HaRe83]. The
application of the transaction concept is not limited to the data base area [ChMe88, DaLA88, DPSW89,
Duch88, GhSc89, Hewi87, HMSC88, LiSc83, NeKK86, Schwad, SpPB88, WPLP85]. Guaranteeing the
atomicity and durability of transactions, in the face of concurrent execution of multiple transactions
and various failures, is a very important problem in transaction processing. While many methods
have been developed in the past to deal with this problem, the assumptions, performance charac-
teristics, and the complexity and the ad hoc nature of such methods have not always been acceptable.
Solutions to this problem may be judged using several metrics: degree of concurrency supported
within a page and across pages, complexity of the resulting logic, space overhead on nonvolatile
storage and in memory for data and the log, overhead in terms of the number of synchronous and
asynchronous 1/Os required during restart recovery and normal processing, kinds of functionality
supported (partial transaction rollbacks, etc.), amount of processing performed during restart recovery,
degree of concurrent processing supported during restart recovery, extent of system induced trans-
action rolibacks because of deadiocks, restrictions placed on stored data (e.g., requiring unique keys
for all records, restricting maximum size of objects to the page size, etc.), ability to support novei
lock modes which allow the concurrent execution, based on commutativity and other properties
[BaRa87, FLMW89, HeWe88, Kort83, Schwé4, ShGo88], of operations like increment/decrement on
the same data by different transactions, and so on. In this paper, we introduce a new recovery
method, called ARIES? (Algorithm for Recovery and Isolation Exploiting Semantics), which fares very
well with respect to all these metrics. it also provides a great deal of flexibility to take advantage
of some special characteristics of a class of applications for better performance (e.g., the kinds of
applications that IMS Fast Path [GaKi85, IBM86] supports efficiently).

To meet transaction and data recovery guarantees, the system records in a log the progress of a
transaction, and its actions which cause changes to recoverable data objects. The log becomes the
source for ensuring either that the transaction’s committed actions are reflected in the data base
despite various types of failures, or that its uncommitted actions are undone (i.e., rolled back). When
- the logged actions reflect data object content, then those log records also become the source for
reconstruction of damaged or lost data (i.e., media recovery). Conceptually, the log can be thought
of as an ever growing sequential file. Every log record is assigned a unique log sequence number
(LSN) when that record is appended to the log. The LSNs are assigned in ascending sequence.
Typically, they are the logical addresses of the corresponding log records. At times, version numbers
or timestamps are also used as LSNs [MoNPS0].

1 AS/400, DB2, IBM and OS/2 are trademarks of the International Business Machines Corp. Encompass, NonStop SQL and
Tandem are trademarks of Tandem Computers, Inc. DEC, VAX DBMS, VAX and Rdb/VMS are trademarks of Digital
Equipment Corp. Informix is a registered trademark of Informix Software, Inc.

2 The choice of the name ARIES, besides its use as an acronym that describes certain features of our recovery method, is also
supposed to convey the relationship of our work to the Starburst project at IBM, since Aries is the name of a constellation.
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The nonvolatile version of the log is stored on what is generally called stable storage. Stable storage
means nonvolatile storage which remains intact and available across system failures. Disk is an
example of nonvolatile storage and its stability is generally improved by maintaining synchronously
two identical copies of the log on different devices. We would expect the online log records stored
on direct access storage devices to be archived to a cheaper and slower medium like tape at regular
intervals. The archived log records may be discarded once the appropriate image copies (archive
dumps) of the data base have been produced and those log records are no longer needed for media
recovery.

Whenever log records are written, they are placed first only in the volatile storage (i.e., virtual
storage) buffers of the log file. Only at certain times (e.g., at commit time) are the log records up
to a certain point (LSN) written, in log page sequence, to stable storage. This is called forcing the
log up to that LSN. Besides forces caused by transaction and buffer manager activities, a system
process may, in the background, periodically force the log buffers as they fill up.

For ease of exposition, we assume that each log record describes the update performed to only a
single page. This is not a requirement of ARIES. In fact, in the Starburst [SCFLM86] implementation
of ARIES, sometimes a single log record might be written to describe updates to two pages. The
undo (respectively, redo) portion of a log record provides information on how to undo (respectively,
redo) changes performed by the transaction. A log record which contains both the undo and the
redo information is called an undo-redo log record. Sometimes, a log record may be written to
contain only the redo information or only the undo information. Such a record is called a redo-only
log record or an undo-only log record, respectively. Depending on the action that is performed, the
, undo-redo information may be recorded physically (e.g., before the update and after the update
images or values of specific fields within the object) or operationally (e.g., add 5 to field 3 of record
15, subtract 3 from field 4 of record 10). Operation logging permits the use of high concurrency lock
modes, which exploit the semantics of the operations performed on the data. For example, with
certain operations, the same fieid of a record could have uncommitted updates of many transactions.
These permit more concurrency than what is permitted by the strict executions property of the model
of [BeHG87], which essentially says that modified objects must be locked exclusively (X mode) for
commit duration.

Memor:
2
[ ]
. Page Map
. e P1
updote

Logical page LP1 is read from physical page P1 and after modification is written to physical page P1’. P1’ is the
current version and P1 is the shadow version. During a checkpoint, the shadow version is discarded and the
current version becomes the shadow version also. On a failure, data base recovery is performed using the log
and the shadow version of the data base.

Figure 1: Shadow Page Technique
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ARIES uses the widely accepted write-ahead logging (WAL) protocol. Some of the commercial and
prototype systems based on WAL are IBM’s AS/400' {CICo89, DHLPR89], CMU’s Camelot [Duch8s,
sSpPB88], IBM’s DB2' [BaCH85, CLSW84, CrHH87, CrMP83, CrPM82, CrPu82, Crus84, DeST83, HaJas4,
TeGu84], Unisys’ DMS/1100 [Foss74], Tandem’s Encompass' [Borr84, Hell89], IBM’s IMS [1BM86,
IBM87, McGe77, Ober80, PeSt83, StUW82], Informix’s Informix-Turbo! [Curt88], Honeywell’s MRDS
[Spra85], Tandem’s NonStop SQL' [Tand88], MCC’s ORION [GaKig8], IBM’s 0S/2 Extended Edition’
Database Manager [ChMy88], IBM's Quicksilver [HMSC88], 1BM’s Starburst [SCFLMB6], SYNAPSE
[Ong84], IBM's System/38 [WaAb80], and DEC’s VAX DBMS' and VAX Rdb/VMS' [ReSW8S]. In
WAL-based systems, an updated page is written back to the same nonvolatile storage location from
where it was read. That is, in-place updating is performed on nonvolatile storage. Contrast this with
what happens in the shadow page technique which is used in systems such as System R [GMBLL81]
and SQL/DS [ChGY81] and which is illustrated in Figure 1 on page 2. There, the updated version
of the page is written to a different location on nonvolatile storage and the previous version of the
page is used for performing data base recovery if the system were to fail before the next checkpoint.

The WAL protocol asserts that the log records representing changes to some data must already be
on stable storage before the changed data is allowed to replace the previous version of that data
on nonvolatile storage. That is, the system is not allowed to write an updated page to the nonvolatile
storage version of the data base until at least the undo portions of the log records which describe
the updates to the page have been written to stable storage. To enable the enforcement of this
protocol, systems using the WAL method of recovery, store in every page the LSN of the log record
that describes the most recent update performed on that page. The reader is referred to [GMBLLS1,
Trai82] for discussions about why the WAL technique is considered to be better than the shadow
page technique. [Curt88, Ong84] discuss methods in which shadowing is performed using a separate
log. While these avoid some of the problems of the original shadow page approach, they still retain
some of the important drawbacks and they introduce some new ones. Similar comments apply to
the methods suggested in [Reut80, Schwgd]. Later, in the section “40. Recovery Paradigms”, we
show why some of the recovery paradigms of System R, which were based on the shadow page
technique, are inappropriate in the WAL context, when we need support for high levels of concurrency
and various other features which are described in the section “2. Goals”.

Transaction status is also stored in the log and no transaction can be considered complete until its
committed status and all its log data is safely recorded on stable storage by forcing the log up to
the transaction’s commit log record’s LSN. This allows a restart recovery procedure to recover any
transactions that completed successfully but whose updated pages were not physically written to
nonvolatile storage before the failure of the system. This means that a transaction is not permitted
to complete its commit processing (see [MolL.i83, MoL086]) until the redo portions of all log records
of that transaction have been written to stable storage.

We deal with three types of failures: transaction or process, system, and media or device. When a
transaction or process failure occurs, typically the transaction would be in such a state that its
updates would have to be undone. It is possible that the transaction had corrupted some pages in
the buffer pool if it was in the middie of performing some updates when the process disappeared.
When a system failure occurs, typically the virtual storage contents would be lost and the transaction
system would have to be restarted and recovery would have to be performed using the nonvolatile
storage versions of the data base and the log. When a media or device failure occurs, typically the
contents of that media would be lost and the lost data would have to be recovered using an image
copy (archive dump) version of the lost data and the log.
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Forward processing refers to the updates performed when the system is in normal (i.e., not restart
recovery) processing and the transaction is updating the data base because of the data manipulation
(e.g., SQL) calls issued by the user or the application program. That is, the transaction is not rolling
back and using the log to generate the (undo) update calls. Partial roliback refers to the ability to
set up savepoints during the execution of a transaction and later in the transaction request the rolling
back of the changes performed by the transaction since the establishment of a previous savepoint
[BaCH85, GMBLL81]. This is to be contrasted with total rollback in which all the updates of the
transaction are undone and the transaction is terminated. A nested rollback is said to have taken
place if a partial rollback were to be later followed by a total rollback or another partiai rollback
whose point of termination is an earlier point in the transaction than the point of termination of the
first rollback. Normal undo refers to total or partial transaction rollback when the system is in normatl
operation. A normal undo may be caused by a transaction request to roliback or it may be system
initiated because of deadlocks or errors (e.g., integrity constraint violations). Restart undo refers to
transaction rollback during restart recovery after a system failure. To make partial or total rotiback
efficient and also to make debugging easier, all the log records written by a transaction are linked
via the PrevLSN field of the log records in reverse chronological order. That is, the most recently
written log record of the transaction would point to the previous most recent log record written by
that transaction, if there is such a log record.? In many WAL-based systems, the updates performed
during a rollback are logged using what are called compensation log records (CLRs) [Crus84].
Whether a CLR’s update is undone, if that CLR is encountered during a rollback, depends on the
particular system. As we will see later, in ARIES, a CLR’s update is never undone and hence CLRs
are viewed as redo-only log records.

Page-oriented redo is said to occur if the log record whose update is being redone describes which
page of the data base was originally modified during normat processing and the same page is
modified during the redo processing also. No internal descriptors of tables or indexes need to be
accessed to redo the update. That is, no other page of the data base needs to be examined. This
is to be contrasted with fogical redo which is required in System R, SQL/DS and AS/400 for indexes
[DHLPR89, MoLe89]. In those systems, since index changes are not logged separately but are
redone using the log records for the data pages, performing a redo requires accessing several
descriptors and pages of the data base. The index tree would have to be retraversed to determine
the page(s) to be modified and, sometimes, the index page(s) that is modified because of this redo
operation may be different from the index page(s) that was originally modified during normal pro-
cessing. Being able to perform page-oriented redo allows the system to provide recovery indepen-
dence amongst objects. That is, the recovery of one page’s contents does not require accesses to

- any other (data or catalog) pages of the data base. This makes media recovery very simple as we

will describe later.

In a similar fashion, we can define page-oriented undo and logical undo. Being able to perform
logical undos allows the system to provide higher levels of concurrency than what would be possible
if the system were to be restricted to only page-oriented undos. This is because the former, with
appropriate concurrency control protocols, would permit uncommitted updates of one transaction to
be moved to a different page by another transaction. If one were restricted to only page-oriented
undos, then the latter transaction would have had to wait for the former to commit. Page-oriented
redo and page-oriented undo permit faster recovery since pages of the data base other than the

3 The AS/400, Encompass and NonStop SQL do not explicitly link all the log records written by a transaction. This makes undo
inefficient since a sequential backward scan of the log must be performed to retrieve all the desired log records of a transaction.
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pages mentioned in the log records are not accessed. ARIES supports, in the interest of efficiency,
page-oriented redo and it supports, in the interest of high concurrency, logical undos. In [Mole89],
we introduce the ARIES/IM method for concurrency control and recovery in Bt-tree indexes and
show the advantages of being able to perform logical undos by comparing ARIES/IM with other index
methods.

1.2. Latches and Locks

Normally latches and locks are used to control access to shared information. Locking has been
discussed to a great extent in the literature. Latches, on the other hand, have not been discussed
that much. Latches are like semaphores. Usually, latches are used to guarantee physical consistency
of data, while locks are used to assure logical consistency of data. We need to worry about physical
consistency since we need to support a multiprocessor environment. Latches are usually held for a
much shorter period than are locks. Also, the deadlock detector is not informed about latch waits.
Latches are requested in such a manner so as to avoid deadlocks involving latches alone, or involving
latches and focks.

Acquiring and releasing a latch is much cheaper than acquiring and releasing a lock. In the no-conflict
case, the overhead amounts to 10s of instructions for the former versus 100s of instructions for the
latter. Latches are cheaper because the latch control information is always in virtual memory in a
fixed place, and direct addressability to the latch information is possible given the latch name. As
the protocols presented later in this paper and those in [Moha90a, MoLe89] show, each transaction
holds at most 2 or 3 latches simuitaneously. As a result, the latch request blocks can be permanently
allocated to each transaction and initialized with transaction ID, etc. right at the start of that trans-
action. On the other hand, typically, storage for individual locks has to be acquired, formatted and
released dynamically, causing more instructions to be executed to acquire and release locks. This
is advisable because, in most systems, the number of lockable objects is many orders of magnitude
greater than the number of latchable objects. Typically, all information relating to locks currently
held or requested by all the transactions is stored in a single, central hash table; addressability to
a particular lock’s information is gained by first hashing the lock name to get the address of the
hash anchor and then, possibly, following a chain of pointers. Usually, in the process of trying to
locate the lock control block, because muitiple transactions may be simultaneously reading and
modifying the contents of the lock table, one or more latches will be acquired and released - one
latch on the hash anchor and, possibly, one on the specific lock’s chain of holders and waiters.

Locks may be obtained in different modes such as S (Shared), X (eXclusive), IX (Intention eXclusive),

' 1S (Intention Shared) and SIX (Shared Intention eXclusive), and at different granulfarities such as

record (tuple), table (relation) and file (tablespace) [Gray78]. The S and X locks are the most common
ones. S provides the read privilege and X provides the read and write privileges. Locks on a given

S X IS IX SiX
s N v
X
Is N v v v
x N v
SIX J

Figure 2: Lock Mode Compatibility Matrix
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